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BIOMETRY, IDENTIFICATION, AUTHENTICATION, FINGERPRINTS, VOICE CHARACTERISTICS, ACOUSTIC MODELING 

The object of the research is biometric methods of personal identification.
The main goal of this project is to develop new methods and technical means of biometric information security.
The work is devoted to the study of biometric identification of a person by face (based on methods of multicriteria optimization and machine learning), by fingerprints and voice. 
For the first time, two-dimensional and three-dimensional characteristics of a person's face were used as informative features, taking into account area and volume. A complex identification algorithm has been developed to take into account such phenomena as portrait shift, different photo scales and the tilt of the identified person. Experimental studies have shown the effectiveness of the proposed approach to biometric personality identification.
For biometric identification of a person by fingerprints, an FPM10A scanner and an Arduino microcontroller were used. The paper considers the identification signs of the structure of papillary patterns on the fingers. The result of matching fingerprints with different rotation through the scanner is obtained.
For biometric identification of a person by voice, the MFCC and PLP algorithms were used for digital processing and analysis of audio recordings. Various algorithms were used for acoustic analysis of speech: hidden Markov models, a model of a mixture of Gaussian distributions. The result of determining the tone of speech and the content of speech for the purposes of identification by voice is obtained. An algorithm based on multi-criteria optimization has been developed for voice identification. The result obtained makes it possible to determine the fundamental harmonics of speech for the purposes of identification by voice.
The "Multiparameter automated system of biometric identification of a person" was developed on the Visual FoxPro DBMS.
The developed technology can be used (after appropriate adaptation) for wider application. In particular, they can be used to build a psychological portrait of the speaker, determine his gender and age.
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TERMS AND DEFINITIONS

In this research report, the following terms are used with appropriate definitions: 
Biometrics – a system for recognizing people by one or more physical or behavioral traits (three-dimensional photograph of the face and / or body, voice sample, fingerprints, hand vein pattern, blood type, special photo of the cornea of the eye, etc.). 
Biometric authentication – the process of proving and verifying the authenticity of the name declared by the user, through the presentation by the user of his biometric image and by transforming this image in accordance with a predetermined authentication protocol.
A mathematical model is a mathematical representation of reality, one of the variants of the model as a system, the study of which allows you to obtain information about some other system. 
Mathematical modeling is called both the activity itself and the set of accepted techniques and techniques for constructing and studying mathematical models. 


LIST OF ABBREVIATIONS AND SYMBOLS

In this research report, the following abbreviations and symbols are used:

	АFIS
	– automated fingerprint identification system

	FI
	– fingerprint image

	ICSP
	– in-circuit programming

	SURF descriptor
	– Speeded up Robust Features

	ORB descriptor
	– Oriented FAST and Rotated BRIEF















INTRODUCTION

The main goal of this project is to develop new methods and technical means of biometric information security. The fundamental task of the project is the development and research of biometric methods and means of personal identification. To solve this problem, the following main subtasks are set:
1) Development of mathematical algorithms for personal identification by face.
2) Development of mathematical algorithms and hardware and software for personal identification by fingerprints.
3) Development of mathematical algorithms and hardware and software for personal identification by voice.
4) Development of mathematical methods and software implementation of a multi-parameter automated personal identification system.
The prerequisite for the development of this project was the ever-increasing need on the part of users of information systems to ensure a better quality of personal identification. At the same time, one of the few possible ways to improve personality recognition is the development of new criteria and the use of new mathematical methods for image analysis.
The scientific novelty of this project lies in the study of existing ones, as well as in the development of new mathematical models and algorithms for solving the task of developing personality identification criteria. 
The practical significance of the project lies in the fact that the developed biometric methods and means of protecting information can be used to restrict access to information resources of organizations or individual users, and also be used in the process of searching for persons in the operational-search activities of law enforcement agencies.
The problem of information protection and information security is one of the most important aspects of the development of modern society. At present, the solution to this problem in the development and operation of information systems for various purposes is associated with the development of all kinds of requirements for ensuring their security and the creation of software and hardware against unauthorized access.
Automatic face recognition for identification has a large number of applications in various fields. Public safety problems, the need for remote authentication, the development of human-machine interfaces are causing increased interest in this technology.
In the Decree of the President of the Republic of Kazakhstan dated October 10, 2006 N 199 "On the Concept of Information Security of the Republic of Kazakhstan": «Analysis of the current state of information security in Kazakhstan shows that its level currently does not correspond to the needs of the individual, society and the state "and as the main goal of ensuring information security it is indicated:" the creation and strengthening of a national information protection system, including in state information resources».
On January 31, 2017, the President of the Republic of Kazakhstan Nursultan Abishevich Nazarbayev addressed the people of Kazakhstan with the message “The third modernization of Kazakhstan: global competitiveness». This appeal noted the need to develop and adopt the «Digital Kazakhstan» program. In this regard, on behalf of N.A. Nazarbayev, in order to ensure the information security of society and the state in the field of informatization and communications, as well as to protect the privacy of citizens when they use information and communication technologies, the Concept «Cyber Shield of Kazakhstan». It noted that special attention is required for the training of personnel in the universities of Kazakhstan on information security and the development of domestic information security tools.
As the experience of the special operation «Desert Storm» (January 17 - February 28, 1991) shows, during the Gulf War of 1990-1991, the shutdown of the Iraqi army's electronic air defense systems led them to large losses and subsequent surrender. The revelations of the former CIA and US National Security Agency employee E. Snowden showed the dependence of users of information resources on software and hardware developers. In the field of military and state information resources, Russia is increasingly focused on its own developments: processor, operating systems, hardware and software.
One of the urgent tasks of information protection is the problem of authentication and personal identification. There are three approaches to solving the user authentication problem [1, 2].
Password Authentication. The simplest authentication systems are built according to the password principle, in which the user just needs to enter the correct password to gain access to the resource he needs. Password authentication is the most common: firstly, this is the simplest of the authentication methods we are considering, secondly, it appeared much earlier than the others, therefore, by now it has been implemented in a huge number of different computer programs. Regular passwords have a number of significant disadvantages, for example: the user can transfer his password to another person; the password can be weak, i.e. easy to guess; password can be intercepted or snooped. Using only regular passwords for remote access significantly increases the risk of unauthorized access.
Hardware Authentication. Several factors need to be used to securely authenticate users. Smart cards or hardware tokens, which are commonly used for multi-factor authentication, require initialization, distribution and maintenance costs. Disadvantages of "hardware" authentication:
– the item can be stolen or taken from its owner; 
– special equipment requirement;
– special software requirement;
– the ability to make a copy or emulator of an item.
Biometric Authentication. In this case, the original and inalienable characteristics of a person are taken into account as authentication information. Authentication methods based on the measurement of human biometric parameters provide almost 100% identification, solving the problem of losing passwords and personal identifiers.
The most commonly used are the following:
1) Fingerprints. It is known that they are unique for each person, and do not change throughout life. The cheapest equipment is used to scan fingerprints (in comparison with other methods of biometric authentication), in addition, this method is familiar to users and does not cause any concerns. However, it is believed that inexpensive fingerprint scanners can be fooled by a specially made artificial finger.
2) Eye shell drawing. This is the most accurate biometric authentication method today. But many users are afraid of the iris scanning process, and the scanning equipment is expensive. In addition, this method is subject to criticism from human rights defenders. They say that a person's eye carries a lot of information about his state of health, about the abuse of alcohol, drugs, etc. There are fears that this information about users (secondary to the authentication process) can be saved by the appropriately configured system, after which it can be used to their detriment. 
3) Facial features. This recognition technology is considered very promising, since it is by facial features that people recognize each other. Unfortunately, systems that implement this method do not yet shine with accuracy.
4) The characteristics of his voice are also used as unique features of a person, sample handwritten signature, «keyboard handwriting» (the time intervals between keystrokes that make up the code word, and the intensity of pressing), hand geometry, etc. However, these technologies are much less common than those described above.
Improving the reliability of personality authentication systems is an urgent scientific and technical task. The accuracy of identification (establishment) and verification (confirmation) of a person is largely determined by the adequacy of the implemented mathematical model. By the development of methods and means of information protection, many Russian and foreign organizations. The works are devoted to theoretical research of the considered problems [3-8]. 
This final report is a continuation of the interim reports for 2018 with stock number No. 0218РК00200 and for 2019 with stock number No. 0219РК00701. 
1 Identification of a person by face 

For several decades, face recognition methods have been developed, however, this problem is still far from over. Due to the variable imaging conditions of faces related to lighting, head position in relation to the camera, aging, facial expressions and other factors, automatic face recognition is not an easy task. By imposing strict restrictions on the process of photographing faces, when designing systems, they try to avoid the negative impact of these factors. However, of greatest practical interest is the problem of face recognition in images obtained under uncontrolled conditions. Thanks to the development of machine learning methods and the emergence of large databases of photographs for training systems, in recent years there has been significant progress in this area [9-11]. 
In connection with the development of hardware and software in recent years, many developers have switched from the study of two-dimensional images of a face to three-dimensional, which made it possible to move from processing characteristic points of the face to volumetric characteristics [12].

1.1 Application of multicriteria optimization methods 

We introduce the following notation:
 – the number of information parameters for identifying a person by face, in our case it is 25;
 – number of images in the source database;
 - the number of classes obtained or specified during processing of the source database of images in the «classification» mode;
 – the number of images in the source database belonging to the -th class, ; satisfying the condition



 – set of indices in the source database related to the -th class, ; so that the formula is valid


 – the value of the -th parameter of the -th image in the source database, where  , ;
 – average value of the -th parameter for the -th class, determined by the formula



where   , ;
 – numerical value of the -th parameter of the sought person,  .
To highlight the degree of influence of individual information signs, the following algorithm is proposed.
For each class , a functional is compiled

                                                                   (1.1)

The minimum of functional (1.1) is determined under the following constraints 

                                                           (1.2)

It is easy to show that A is a convex closed set in the space .
Let denote the nth approximation for calculating the coefficient .
Let's build an iterative process

                                                                   (1.3)

Here  is the operator of projection onto the set А. Coefficients , that determine the step length at the  -th stage can be determined from the condition

 or in the process of crushing step.

 is chosen as the zero approximation.
Theorem. Let the set A be convex and closed. Then the sequence , defined by formula (1.3) converges to solving the problem of minimizing functional (1.1) on the set (1.2).

1.2 Definition of identification parameters 

In connection with the development of hardware and software in recent years, many developers have switched from the study of two-dimensional images of a face to three-dimensional, which made it possible to move from processing characteristic points of the face to volumetric characteristics.
To identify a person's personality by face, we have defined a number of parameters, which are: 1) point – coordinates of the pupils of the eyes, bridge of the nose, tip of the nose, 2) distance – between the eyes, between the bridge of the nose and the tip of the nose, the base of the nose, 3) perimeter – triangle (pupils of the eyes and tip of the nose), triangle (bridge of the nose and base of the nose), 4) area – isolines of the eye sockets, isolines of the nose, 5) volume – eye sockets, nose.
A volumetric 3D model is used as the initial data for the «face video», presented as a regular DEM [13, 14].
Algorithms for processing information parameters for identifying a person by face: 1) coordinates of the center of the pupil of the left (P1x, P1y) and right (P2x, P2y) eyes; 2) distance between pupils – P3; 3) the depth of the left (P4) and right (P9) eye sockets; 4) area of the first isoline of the left (P5) and right (P10) eye sockets; 5) area of the second isoline of the left (P6) and right (P11) eye sockets; 6) area of the third isoline of the left (P7) and right (P12) eye sockets; 7) the volume of the left (P8) and right (P13) eye sockets; 8) coordinates of the tip of the nose – (P14x, P14y); 9) height of the tip of the nose – P17; 10) nose bridge height – P18; 11) area of the first contour of the nose – P19; 12) area of the second contour of the nose – P20; 13) area of the third contour of the nose – P21; 14) nose volume – P22; 15) perimeter of nose-eye triangle – P23; 16) area of the nose-eye triangle – P24; 17) distance «between pupils» / «distance between bridge of nose and base of nose» – P25; 18) coordinates of the left (P15x, P15y) and right (P16x, P16y) base of the nose.
A number of parameters are calculated through others. For example, the distance between the pupils is calculated by the coordinates of the left and right pupils.
Mode – «simple identification». In this mode, for the input image of the face, which must be identified, the search is carried out in accordance with the algorithm below. In this case, to eliminate the shift, the coordinates of all points are shifted relative to the right eye.
On the basis of the entered designations for the desired person, the class to which he can belong from the condition of the minimum distance is determined



Further, within the class, the probability of coincidence of the desired person with the image from the database is determined from the condition of minimum distances



where . If , then the conclusion is drawn from the absence of the desired person in the original database. Here  – is set on the basis of experimental tests.
[bookmark: _Hlk53331455]Mode – «classification». The program implements classification according to one or several parameters. In this case, the classification task is to simplify a data matrix that is too extensive for direct human analysis. The program implements various classification algorithms, the so-called merging strategies (agglomerative systems): agile strategy, nearest neighbor strategy, far neighbor strategy, group mean strategy, centroid strategy, sum of squares strategy [15].
Also, a good reduction is provided by the use of the committee method, designed to solve both joint and inconsistent (contradictory) problems of optimal planning and pattern recognition. The method is based on the identification of dead ends, i.e. minimum in terms of inclusion of inconsistent and maximum in terms of inclusion of joint subsystems from the entire system of restrictions of the original optimization or classification problem. From the solutions of compatible subsystems, committee constructions are constructed that generalize the concept of solving a system of constraints for the case when this system is inconsistent. [16].
Mode – «simple identification». In this mode, for the input image of the face, which must be identified, the degree of its correspondence with each of the images entered in the IsxDan.dbf table is calculated. In this case, to eliminate the shift, the coordinates of all points are shifted relative to the right eye.
Mode – «complex identification». In this mode, for the input image of the face, which must be identified, the degree of its correspondence with each of the images entered in the IsxDan.dbf table is calculated. In this case, the following modes are implemented:
1) to eliminate the shift, the coordinates of all points are shifted relative to the right eye, 
2) to exclude the inclination of the face beyond the point, all coordinates of the points are rotated by an angle corresponding to the difference between the ordinates of the left and right eyes. 
3) to exclude the possibility of drawings of different scales, all data is converted in proportion to the distance between the eyes.
A scheme for processing a three-dimensional image of a human face has been developed, including the following stages:
1)  scanning and creating a 3D image of a person's face (an HP Envy 17 laptop was used, which has a 3D scanner and allows you to create 3D objects). The result of the stage execution is presented in the form of a file containing a face image in PLY format.
2) translation of a human face image from PLY-format into a regular DEM. The result of the stage execution is presented in the form of a text file containing line-by-line elevation values. 
3) regular DEM interpolation. In case of insufficient number of rows and columns or non-smoothness of the surface, a cubic interpolation program has been developed, which, from the original regular DEM, calculates a new regular DEM with large matrix dimensions, and allows obtaining a smoother three-dimensional surface. 
4) calculation of volumetric and plane characteristics of a human face image, containing 25 parameters. The result is placed in the research database of persons.
5) search for a given person in the research database of faces. The result of the stage is the answer to the question «is it available in the database of persons».
The efficiency of identification algorithms is demonstrated on a model problem. The data for 11 people are presented line by line in the following sequence: from the beginning the identifier of the person, then 20 indicators, of which the last 4 indicators are calculated from the previous values and represent: distance, perimeter, plane, volume. 

1.3 Machine learning algorithms for face biometric identification

The use of machine learning algorithms for biometric face identification can be broken down into several interrelated tasks:
– Image analysis and face search.
– Face recognition, while the image may not be complete, poor lighting, the person turned his head, changed his hairstyle, and so on. 
– Identifying unique facial features that distinguish one person from another, such as eye size, face shape, and so on.
– Classification and comparison of the identified unique features of faces with all people that the system already knows in order to understand who is shown in the photo.
The objects of analysis are photographs of faces obtained from open sources, their unique features are a set of characteristics, and the output is the name and photographs of a person who has already been previously identified in the database. Training takes place on a sufficient volume of precedents. 
Research methods. As mentioned above, the problem of biometric face identification is one of the problems solved using machine learning. To solve this problem, hybrid systems are best suited, including both «learning with a teacher» and artificial neural networks. 
In this study, a database of photographs obtained from open sources was used, and the result of the work was the name and photographs of a person who had already been previously identified in the database. There are certain dependencies between the personal characteristics of a person that must be established. For this, the so-called precedents are used, that is, such sets of images of people that have already been identified using this algorithm. Such use cases are called training samples. Based on them, the classification algorithm is trained. In this study, both linear classifiers - support vector machines, and neural networks and histograms of directed gradients were considered and used.
Directional gradient histogram. The Histogram of Oriented Gradients method analyzes the image and breaks it down into pixels, in which it finds out how dark the current pixel is compared to its neighbors. Then an arrow is drawn to show in which direction the image becomes darker, following this procedure for each individual pixel in the image, the pixels are replaced with direction arrows. These arrows are called gradients, and they describe the direction from light pixels to dark pixels throughout the image and can be described by the distribution of intensity gradients or edge direction. A combination of gradients is called a descriptor. In order to increase the accuracy, the processed image, as a rule, is made black and white, and the local histograms are normalized by contrast with respect to the intensity measure calculated on a larger fragment of the image. Contrast normalization allows for more invariance of descriptors to lighting [17].
Support vector machine. Support Vector Machine (Support Vector Machine) belongs to the group of linear classifiers. The goal of the method is to find a plane (in the case of a multi-class classification, a hyperplane) that separates sets of objects. The separating hyperplane is the hyperplane that maximizes the distance to two parallel hyperplanes. The algorithm works under the assumption that the greater the difference or distance between these parallel hyperplanes, the smaller the average error of the classifier will be.
Support vector machine is unstable against noise in raw data and data standardization. If the training sample contains noise emissions, this method is not appropriate to use. [18]. 
Facial landmarks assessment method. The next task after finding and classifying a face in the image is the task of finding a face when the face is turned or tilted in different directions. To solve this problem, the method of assessing face landmarks (face land markest imation) is used. The algorithm assumes the transformation of each image so that the eyes and lips are always in a particular place. To do this, it is necessary to mark 68 special points (landmarks) that exist on each face - the upper part of the chin, the outer point of each eye, the inner point of each eyebrow, and so on [19]. Further, on the basis of a machine learning algorithm, these 68 singular points are found on any face.
After determining the main unique parameters of the face such as eyes, mouth, nose, eyebrows. It is possible to scale the rotation or shift the image so that the eyes and mouth are as well centered as possible.
Method advantages: All image transformations will only use basic transformations such as rotation and scaling, which keep the lines parallel, no matter how the face is rotated, we can center the eyes and mouth to roughly the same position in the image. 
Convolutional neural networks. Convolutional neural network (CNN) is a special neural network architecture, proposed in 1989 and designed for image recognition [20]. The architecture copies the features of the cerebral cortex. Simple cells react when they perceive straight lines from different angles, the reaction of complex cells is associated with a certain set of simple cells. Convolutional neural networks use three types of layers: convolution, pooling (also called sub-sampling or downsampling layer), and fully connected layer. The structure of the network is unidirectional, multilayer, for training, as a rule, the method of back propagation of the error is used, the neuron activation function is determined by the researcher. 
The convolution operator forms the basis of the convolutional layer of the network. A layer consists of a set of kernels and computes the convolution of the output image from the previous layer using this set, at each iteration adding an offset corresponding to the kernel. The result of this operation is the addition and scaling of the input pixels, the kernels can be obtained from the training set using the gradient descent method, similar to calculating weights in fully connected networks, which can also perform these operations, but will require much more time and data for training. However, in comparison with fully connected networks, convolutional networks use a larger number of hyperparameters - parameters set before training, such as: depth (number of cores and displacement coefficients in a layer), height and width of each core, step (core displacement at each step when calculating the next pixel). The pooling layer receives separate image fragments (usually 2x2) as output and combines them into one value. There are various methods of aggregation, usually the largest value from the resulting fragment is selected. 
The use of a neural network for biometric identification implies the analysis of training the network on 128 dimensions simultaneously for three persons:
1) Teaching face image. 
2) Another photo of that person.
3) Image of a completely different person.
The algorithm then looks at the measurements it makes for each of these three images. Then he tweaks the neural network a bit to make sure the measurements created for images 1 and 2 are more similar, and the measurements for image 2 and 3 are less similar. By repeating this step for a statistically large number of images of thousands of different people, the neural network learns to create 128 measurements for each person. The resulting 128 measurements of each face are called a map. The maps obtained as a result of the algorithm are compared with the maps of other people in the database, the maps of the same people should coincide with a high probability.
The disadvantage of using convolutional neural networks is their demand for computational hardware. Until recently, training a large neural network was too slow, and only recently, with the advent of video cards with 3D graphics, it became technically possible to effectively use neural networks for image analysis.
The analysis of algorithms for searching and identifying faces in images showed that to solve this problem it is effective to use artificial neural networks, due to the fact that they provide the ability to obtain a classifier (map) of a face with a high degree of accuracy, which well simulates the complex function of distribution of face images, thereby increasing solution accuracy in comparison with the considered methods. An experimental study of biometric face identification, created on the basis of the proposed convolutional neural network on 128 face dimensions, showed that the developed software system is invariant to rotations of the face image, is capable of operating in a wide range of lighting changes from 50 to 100% of the illumination level in the image, and also invariant to scaling and other distortions.
Based on the results of the analysis of the effectiveness and speed of methods and algorithms for biometric face identification, the following conclusions can be drawn:  
The use of a hybrid approach for biometric face identification makes it possible to create on its basis a software system for quick search and subsequent recognition of faces in various images, where there are different backgrounds, styles and a different number of people with subsequent biometric identification, these techniques are more suitable for analyzing streaming video.
Algorithms using convolutional neural networks have better classifying abilities for solving biometric identification problems, but they require significantly more computing power from the hardware and are more suitable for tasks requiring more accuracy. An example of passport control, where several portrait images are analyzed, one from a surveillance camera, the second from a document, as well as both images are identified and compared with a database on which the markup was carried out in advance.
 





2 Fingerprint identification 

Systems based on fingerprinting compare the resulting memory fingerprint with other fingerprints that are stored in the system databases or with the fingerprint of a particular person, the comparison method also depends on the scope of this technology [20]. 
The growing interest in fingerprint identification is fueled by government interest. Biometric technologies are one of the priority scientific and technical areas.
Annually in Russia 25-35 thousand corpses of unknown persons are registered, which is 8-10% of all cases of confirmed violent death.  Among the most significant (in terms of the possible level of individualization and stability) trait systems are the patterns of the scallop skin of the fingers, palms and soles, studied by dermatoglyphics. The traditional forensic approach to assessing their information content (fingerprinting) makes it possible to establish the identity of an unknown person with a high degree of reliability. Theoretically, 60-80% of corpses can be identified only on this basis – it is in this percentage of cases that the original fingerprints can be obtained. However, due to the frequent lack of comparative dactocards of wanted persons, the method works only in 20-30% of the total number of fingerprinted [21].
Until today, no practically acceptable diagnostic technique has been created on this basis of identifying significant personality traits, for example, gender, age or body length. The proposed methods of establishing kinship in the practice of personal identification are used in those rare situations in which complete dermatoglyphs of the deceased are presented for research (for example, ten fingerprints), while in the vast majority of cases, when identification is required, they can be obtained only from some parts of the body (for example, from one to two fingers). Often the exact anatomical localization of such areas is unknown, and if there are several of them, and they are scattered, it is not known whether they belong to the same person. In general, the issues of the reconstruction of the characteristic space of the scallop skin, important in practical terms, are poorly understood.
The variety of methodological approaches in the study of dermatoglyphic structures among anthropologists, doctors and forensic scientists, associated primarily with the difference in the tasks to be solved, does not allow today to create a unified system for assessing their information content, which prevents the realization of the potential of dermatoglyphics in practice. Generalization and rethinking of the accumulated knowledge about the properties of scallop skin, the creation of an integrated method of forensic dermatoglyphics are among the relevant and promising scientific directions in forensic medicine [21].
Historically, the study of papillary patterns was carried out in the framework of several scientific directions [22]. 
The first of them can be called natural science. E. Locar gave a general description of the properties of papillary patterns, highlighting among them those that are important for identification (constancy, immutability and diversity), reflect the patterns of inheritance, indicate gender and age differences, indicate hereditary diseases. Research within the framework of the natural sciences has shown that papillary patterns are not something external to the body, but reflect complex functional dependencies in such a systemic formation as the human body. They identified the ways of special scientific research in order to develop new expert methods for solving forensic problems. 
The second direction of research is associated with improving the scientific foundations of fingerprint examination. Here, works are highlighted related to the classification of papillary patterns and particular features, with an assessment of the identification significance of particular features, with the development of a concept to substantiate an identity or continuous classification. This direction has led to the development of new expert techniques for human identification by the traces of fingers and palms, identification of parents by papillary patterns of children, identification of newborns by foot prints. At the same time, a method was developed for probabilistic sex determination based on an existing finger or hand print. 
The third direction relates to the automation of fingerprint examinations. This is the identification of unidentified corpses; identification of persons hiding personal data, and persons who left traces and put on fingerprint records; establishment of the fact, one person or different persons left handprints taken from the scene of various crimes; identity authentication in access systems and systems of limited access; customs control. 
When examining real objects, it is often necessary to take into account a variety of uncertain factors affecting the fingerprint. These factors can be associated, for example, with the properties of the trace-forming material, with the deformation of the finger at the time of trace formation, with skin defects in the form of burns, scars, folds, dirt and peeling.
The dermatoglyphic research method is very laborious – it includes dozens of descriptive and measuring signs. However, a lot of research is currently being carried out on dermatoglyphics, which is reflected in the literature. Most publications are about finger patterns.
Fingerprinting and dermatoglyphics study the same object – human scallop skin. However, their main goals and objectives are different: for fingerprinting – identification of a person, and for dermatoglyphics – diagnostics of his biological properties.




2.1 Application of a biometric scanner to identify a person by fingerprints

Systems based on fingerprinting compare the resulting memory fingerprint with other fingerprints that are stored in the system databases or with the fingerprint of a particular person, the comparison method also depends on the scope of this technology [23-24]. 
The FPM10A module with the Adafruit Arduino library was used to create a block of a biometric fingerprint identification system [25-26].
Figure 1 shows the elements of the block for obtaining a picture and identification of fingerprints. The specified block is implemented based on the Arduino UNO controller.

[image: ]

 1 – FPM10A optical fingerprint scanner; 2 – Arduino UNO; 
3 – wires for connecting the scanner to the Arduino; 4 – USB cable for Arduino
Figure 1 – Fingerprint scanner

Arduino is a device based on the ATmega 328 microcontroller [27-28]. It includes everything you need for convenient work with the microcontroller: 14 digital inputs / outputs (of which 6 can be used as PWM outputs), 6 analog inputs, 16 MHz crystal, USB connector, power connector, in-circuit programming (ICSP) connector and reset button. 
Optical Fingerprint Scanner – a module that can be used with Arduino and other microcontrollers [27]. Able to store fingerprints (1000 prints) in memory with their further identification. Used in places of high secrecy, as a kind of password access key based on scanning and verifying fingerprints with a database.
There are two main steps when using a fingerprint sensor. First, data is written to the sensor memory, that is, a unique ID is assigned to each fingerprint, which will be used for comparison in the future. After recording the data, you can proceed to the «search», comparing the current image of the fingerprint with those recorded in the sensor's memory.
New fingerprints are loaded using SFGDemo and ArduinoIDE, assigning a new ID # to each. All uploaded fingerprint images are encrypted (Figure 2).
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Figure 2 - Uploading a fingerprint to the database

Figure 3 shows the percentage of matches. Fingerprints that do not match those stored in the database are ignored by the scanner.
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Figure 3 - Fingerprint recognition

2.2 Machine learning algorithms for biometric fingerprint identification

In terms of their forensic value, human fingerprints occupy the first place in the group of personality identification methods, which is explained both by the frequency of their detection, and by the fact that they can be used to quickly identify the person who left the prints, as well as to reveal the connection of this person with others incidents in which the same fingerprints were found. Such possibilities are associated with the peculiarities of the structure of the skin on the fingers, namely with the uniqueness of the papillary patterns. Fingerprints or parts of the palm provide many opportunities for identification and for limiting the list of suspects.
Identification signs of the structure of papillary patterns on the fingers are usually divided into global and local signs [29]. 
Signs that can be seen with the naked eye are considered global. These signs include: type and type of papillary pattern; direction and steepness of streams of papillary lines; structure of the central pattern of the pattern; delta structure; the number of papillary lines between the center and the delta and many other signs.
Another type of signs is local. They are also called minutiae (features or special points) - unique features inherent only in a specific imprint, determining the points of change in the structure of papillary lines (ending, bifurcation, break, etc.), the orientation of the papillary lines and coordinates at these points. Each print can contain up to 70 or more minutias.
Several types of descriptors were used in this study: SIFT, SURF and ORB [30]. Based on the results of the analysis of the effectiveness and speed of methods and algorithms for biometric face identification, the following conclusions can be drawn.  
The use of an approach based on the allocation of key points in the image for biometric identification by fingerprints makes it possible to create on its basis a software system for fast fingerprint recognition and subsequent search.
SURF / SIFT algorithms have the best classifying ability when solving everyday search problems on textured images. Both algorithms are more demanding on the hardware and are more suitable for other computer vision tasks, also both algorithms are patented and have a ban on commercial use, without the consent of the copyright holder. For fingerprint identification tasks, they have «excess capacity». 
The ORB algorithm has a higher performance in comparison with the above algorithms using the SIFT / SURF methods, and is more suitable for biometric fingerprint identification tasks. ORB algorithm descriptors are binary descriptors and matching for such descriptors is the sum of Hamming distances for each descriptor byte. The use of this algorithm is more suitable for search tasks by an incomplete fingerprint.
Analysis based on the comparison of local features – minutiae is the most popular approach to identification due to the widespread belief that minutiae are the most legible and reliable features [31-32]. However, this approach has some serious problems with large distortions caused by matching fingerprints with different rotations, an example of such matching is shown below (Figure 4) distortion from FVC2004 DB1 (102_3.tif and 102_5.tif). Fingerprints look too similar to each other to match standard image searches. 
The print of the same person will never look the same in any two readings. Different pressure, speed, direction, ambient temperature, skin moisture and moisture level will result in different images. Also in [33], an example of age-related changes in fingerprints is given; with age, fingerprints become less clear and may change.
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 Figure 4 – Result of matching fingerprints with different rotation 

To solve the above issues, researchers have proposed various methods of digital processing and image analysis, namely, the description of local neighborhoods of characteristic points – descriptors. One of the main requirements for special descriptors was: 
Invariance – so that the description of singular points changes little with various geometric and photometric transformations of the image.  
Uniqueness – descriptors of two different images should be noticeably different from each other. 
Thanks to various algorithms for digital processing and image analysis such as: the SIFT descriptor, which was proposed in 1999 in the article [34], as well as the closest competitor, the SURF descriptor, which was proposed in 2008 in [35], it became possible to quickly obtain unique characteristics for each image. However, none of the existing algorithms is universal, and therefore the search for solutions is an urgent problem.
The use of algorithms to describe local features for biometric fingerprint identification can be divided into several interrelated tasks:
· Convert a fingerprint image to a list of special function points (intersections, curls, etc.), as well as their relative positioning and other parameters. 
· Convert the resulting vector function to a storage object in the database, which can be a row or a series of columns in a tuple.
· Classification and comparison of the identified unique features of the prints with all the data that already exists in the system.
The objects of analysis are photographs of fingerprints obtained from open sources, their unique features are a set of characteristics, and the output is comparison with other images and an indication of the coefficient of «similarity» with images that have already been identified in the database. Обучение проходит на достаточном объеме прецедентов. 
The problem of biometric fingerprint identification is one of the problems solved using modern image processing algorithms. In this study, a database of photographs obtained from open sources – Fingerprint Verification Competition 2004 (FVC2004) [36] was used, and the result of the work: a graphic image of coinciding key points, as well as the number of coinciding key points in fingerprints. FVC2004 focuses on distortion as well as wet and dry imaging. Fingerprints were obtained using the optical sensor «Cross Match V300».
Between the identification signs of the structure of papillary patterns of the same person, obtained at different times, there are certain dependencies that must be established. For this, the so-called precedents are used, that is, such sets of fingerprint images that have already been identified using this algorithm. 
Such use cases are called training samples. Based on them, the most suitable processing and classification algorithm is selected. In this study, several kinds of descriptors were considered and used, such as SIFT, SURF and ORB descriptors.
Analysis of algorithms for search and identification by images showed that to solve the problem of identification by fingerprints, it is effective to use key point descriptors, due to the fact that they provide the ability to obtain a fingerprint classifier (descriptor) with a high degree of accuracy, and also have a good identification function from an incomplete fingerprint, an example of 30 key points is shown in Figure 5. 
An experimental study of biometric fingerprint identification, created on the basis of the proposed methods for finding key points, showed that the developed software system is invariant to image rotation. Able to work in a wide range of lighting changes up to 50-70% of the lighting level in the image, and also has invariance to scale changes and minor distortions.
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Figure 5 – Evaluation of 30 key points descriptor ORB (left), SIFT (center), SURF (right)



3 Voice identification 

Modern identification and authentication systems include various methods of biometric identification of a person. One of these methods is the task of identifying a person by voice, but a person's voice can change depending on age, emotional state, health or other factors, which makes the identification process more difficult to implement.  Voice identification technology is used in a wide variety of areas of information security, access control systems, forensic science and other areas.
One of the parameters of biometric personality identification is voice, but a person's voice can change depending on age, emotional state, health or other factors, which makes the identification process more difficult to implement.  Voice identification technology is used in a wide variety of areas of information security, access control systems, forensic science and other areas.
Oral speech of a person is an ordered system of acoustic signals, which are perceived as a sound image, in the oral speech of a person his individual signs and characteristics are reflected. The individuality of the voice is a consequence of the shape and size of the mouth and nasal cavity of the throat and respiratory organs. Thus, the physical characteristics of sounds – frequency, duration, intensity – are strictly individual for each person. The acoustic characteristic of the voice is relatively stable over time and remains individual even with pathological changes in the organs of speech. The task of identification by voice is to separate human speech from the input audio stream, its classification and recognition.
Since the human voice is the sum of many separate frequencies created by the vocal cords, there are several features that can be observed and analyzed in the speech of each person:
– Vocal speech (volume, tempo, stability - physical components).
– Tonality of speech (intonation - psychological components).
– Content of speech (vocabulary of a specific person).
Loudness is a subjective measure of sensation associated with the impact on the hearing organs of sound vibrations and depends on the amplitude and frequency of these vibrations.
The rate of speech is a subjective measure associated with the speed of pronunciation of certain segments of speech in time. Pace can be related to content, usually the most important words are spoken more slowly. The volume and tempo of speech are individual for each person.
A person has a certain vocabulary, this stock is determined by his social and mental environment. The peculiarities of speech, voice, intonation, as well as the manner of speaking, formed in adolescence by about twenty years of age, persist throughout life and have a complex of certain, inherent only features. Having analyzed the individual elements of speech, you can determine the individual manner of a person's speech.
Also, one of the most important characteristics of the voice identification system is the speed (speed) of personal identification. 
There are certain dependencies between the identification signs of the voice of the same person, obtained at different times and in different emotional states, which must be established. 
The difference in timbres of different voices is described by different frequency spectra. The mathematical apparatus for analyzing the frequency spectrum is the Fourier transform, as a way to describe a complex sound wave with a spectrogram.
Benefits of voice recognition: do not alienate from a person; does not require direct contact; does not require complex technical devices. The voice of the speaker, and as a result, the speech signal itself is unique due to the specificity of the physiological structure of his articulatory apparatus and the specificity of his speech [37].
The speaker identification problem is divided into three relatively independent parts:
– extraction of informative features (parameterization of the speech signal);
– procedure for building a standard for a given speaker;
– decision making based on comparison with standards.
The most important element of successful speaker recognition is the selection of informative features that can effectively represent information about the characteristics of a particular speaker. The requirements for them are as follows:
– эффективность представления информации об особенностях речи конкретного диктора;
– ease of measurement; 
– stability over time; 
– practical independence from the acoustic environment;
– impervious to imitation.
One of the key features is the pitch frequency – the frequency of the impulses of the vocal source resulting from vibrations of the vocal cords. In this case, the frequency of oscillations can be violated due to changes in the amplitude, frequency, phase of oscillations, the presence of noise, therefore, the frequency of the fundamental tone is understood as the average estimate over a certain interval. Speech signals are non-linear and non-stationary signals of complex shape, the amplitude and frequency characteristics of which change rapidly over time. In the field of speech signal processing, the most popular decomposition methods are the Fourier transform (FT) and wavelet transform (WP), which have a number of advantages and disadvantages [38].
Improving the reliability of voice authentication systems is an urgent scientific and technical task. The accuracy of identification (establishment) and verification (confirmation) of a person by voice is largely determined by the adequacy of the mathematical model describing the speech signal. 
An increase in accuracy within the framework of existing methods for describing speech signals leads, as a rule, to a significant increase in the number of model parameters, which entails an increase in the systematic error, and the processing time of the received data. Mathematical models corresponding to the physics of processes have the highest description accuracy, therefore, when developing a mathematical model of a speech signal, its adequacy to the acoustic theory of speech production is necessary.

3.1 Algorithms for highlighting the main tones for voice identification

Figure 6 shows an example of a spectrogram for the song World In My Eyes. When calculating a spectrogram of the second order, harmonics are identified, which are called «cepstrum», they are not convenient for analysis, since they duplicate information, an example of such a harmonic, uniform background noise or music in a song. 
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Figure 6 - An example of a spectrogram

In order to process audio recording in WAV-format [39], data are sequentially read in the form of a digital series. Usually, the number of harmonics for the formation of the feature vector is chosen equal to 12 or more, since the most relevant information is contained in the first 6-8 coefficients. 
To identify the k fundamental harmonics, we approximate the original series by a polyharmonic process
	


y(t) = A0 +(Aj cost + Bj sin  t),
	
(3.1)



where t [-L, L],  L- quite a large number.
We transform the known series x1(ti) into the series z(ti):

z(ti) = x1(ti - tn).


Then the problem is reduced to determining the coefficients A0, Aj, Bj, Tj, j= from the condition of the minimum of the functional:


F(A0, Aj, Bj, Tj) =  z(ti) - y(ti))2dt    
or 
	
F(A0, Aj, Bj, Tj) =(z(ti) - y(ti))2.
	(3.2)



Here n - is the total number of known measurements.

To determine the coefficients A0, Aj, Bj, Tj, j= the following algorithm is proposed:
Step 1. We define A0 by the formula



A0 = -z(ti).

Step 2. Center the series z(ti):


(ti) = z(ti) - A0.

Step 3. Let j = 1 – be the number of the determined harmonic.
Step 4. We calculate the coefficients of the new series:






(ti) = (ti) - (Am costi+ Bm sin  ti).


(by this step, the coefficients Am, Bm, Tm, m=, are assumed to be already calculated).
Step 5. Let us determine the coefficients Aj, Bj, Tj from the condition of the minimum of the functional

	




(Aj, Bj, Tj) =((ti) - Aj costi - Bj sinti)2:
	

	
	

	
 ,
	

	
	

	
 
	(3.3)

	
	

	

	



The system of equations (3.3) is nonlinear with respect to the unknowns Aj, Bj, Tj. To solve it, we express from the first two equations the coefficients Aj and Bj in terms of Tj:

	Aj = (p1q3 - p2q2)/ Tj,Bj = (p2q1 - p1q2)/ Tj,
	(3.4)



where Tj = q1q3 - q22 ,






p1 =(ti) costi,  p2=(ti) sinti,







q1 =(ti)[cost]2, q3 = (ti)(ti)[sint]2,





q2 = i(ti) costisinti.



Substituting expressions (3.4) into the functional (Aj, Bj, Tj), we obtain a new functional



( Tj) =((ti)  - f(Tj))2             (3.5)



where  f(Tj) = Aj(Tj) cos ti+ Bj(Tj) sinti.

The minimum of the functional of one variable (3.5) can be found by various numerical methods.
Step 6. After finding the minimum of functional (3.5), we define Aj, Bj, Tj by formula (3.4).
Step 7. We calculate the value of the functional 





Fj =(z(ti) - A0 - (Am costi+ Bm sin ti))2

If j=k, then go to step 8, otherwise calculate the next harmonic, that is, increase j by one and go to step 4.

Step 8. Thus, we determine the number of leading harmonics j and the unknown coefficients A0, Am, Bm, Tm, m=.  
In the mode of filling the compared database (DB), the found parameters (together with the identifying data of the person) are entered into the database.
In the search mode, the calculated parameters of the searched person are compared with the database data. 

3.2 Machine learning algorithms for biometric voice identification

A variety of algorithms are used for acoustic speech analysis, the most common are hidden Markov models (HMM in the English version), as well as a mixture model of Gaussian distributions (GMM in the English version), in recent years neural networks have been actively used [10].
Hidden Markov models were first published by Leonard Baum in the late 60s of the last century, and already in the early 70s, Hidden Markov models were used for speech recognition. The HMM is based on a finite state machine consisting of n-states, called hidden. The model is based on the assumption that the probability of using the next word in a sentence depends only on n-1 words. Transitions between states at each discrete time moment t are not deterministic, but occur in accordance with a probability law and are described by the transition probability matrix ANN. A schematic representation of the HMM state transition diagram is shown in Figure 7.
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Figure 7 – Example of a transition diagram of the HMM

Each vertex in this scheme designates a separate part of speech in which pairs are recorded (word; the probability that the word refers specifically to this part of speech). Transitions show the possible probability of one part of speech following another. Example, the probability that there will be two articles in a row is extremely small. This stage of speech recognition is very important, since the correct definition of the grammatical structure of the sentence allows you to choose the correct grammatical structure.
Работа скрытой марковской модели осуществляется в два этапа:
The first stage of training is the determination of model parameters for training the hidden Markov model. For this, a training sample is collected to determine the following parameters:
– matrices of probabilities of transitions between ANN states;
– parameters of Gaussian mixtures (expectation, covariance and weight matrix) for each state.
The second stage of training is decoding the hidden Markov model. The process of decoding the hidden Markov model allows to determine the probability that the observed input sequence of vectors ] could be generated by this model, and the corresponding most probable chain of states. To solve this problem, the maximum likelihood algorithm (Viterbi) is used.
Acoustic modeling using a hidden Markov model allows you to determine the content of speech and predict the words that will be used for identification, which in turn improves the accuracy of identification. The disadvantage of this approach is the need to prepare a language model, and for this it is necessary to collect a large training sample of audio recordings, which must first be «marked» and digitized. This approach means that you need to get records of all possible sounds for a database of words.
Using neural networks. The problem of voice identification is one of the problems where the application of machine learning methods can lead to a significant improvement in efficiency. An example of such an improvement is the use of the WaveNet architecture - this is a deep convolutional neural network, was presented in Aron vanden Oord 2016 [9]. This neural network uses a raw audio signal and simulates the distribution of one sample conditionally to the previous samples.
The signal probability  can be represented as a product of conditional probabilities: 



where each sample depends on all previous samples, and λ is a vector or matrix specifying synthesis conditions (local or global conditions). For speech synthesis problem, we can estimate each factor as 
,

where hyperparameter m (receiving field) has an acceptable value.
So it is possible to directly generate sound by predicting samples one at a time in autoregressive mode. WaveNet uses stacks of one-dimensional extended convolutions with expansion coefficients that increase exponentially with layer depth, which provides the very large receptive field and strong nonlinearity required for unprocessed sound modeling (Figure 8).
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Figure 8 – Graph of data flows of the WaveNet neural network
Model conditioning for linguistic features is required to perform acoustic modeling as well as feature extraction. Thus, WaveNet acts as an acoustic model and as a vocoder. At the same time, it is important to take into account that a localized language model (recording examples), the trained WaveNet network generates sound similar to training recordings, but without structure or semantics, that is, speech in an incomprehensible language [41-42]. 
For voice identification tasks, the linguistic features of a person's speech associated with Vocal and Tonality are identified, and to analyze the meaningfulness of speech, it is necessary to use a different approach, we divide teaching statements into smaller segments, which are called partial statements. Until we require all partial statements to be of the same length. One of the requirement for a batch (Batch) is that all partial statements in one batch must be of the same length. The next step for each batch (Batch) of data, we randomly select a time interval t within which we transform the statements so that all partial statements in this batch have the same length t (as shown in Figure 9).
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Figure 9 – Batch process of training models

During the inference time, for each utterance, we apply a sliding window of a fixed size L with 50% overlap.
Then we calculate the d-vector for each window. The final pronunciation d-vector is generated L2, normalized d-vectors for each window, then the element-wise average is taken (as shown in Figure 10), that is, the results obtained are averaged and then normalized to produce the utterance nesting.

[image: ]

Figure 10 – Sliding window for calculating a complete statement

The use of this approach makes it possible to more accurately determine the tonality of speech and the content of speech for the purposes of identification by voice, but requires a large base of examples of the speech of a person who needs to be identified.

4 Multi-parameter automated biometric personal identification system 

Authentication methods based on the measurement of human biometric parameters provide 100% identification. At the moment, the following biometric characteristics are successfully used in biometric systems for user authentication: iris, fingerprint, palm print, vascular patterns, face geometry, voice print, signature, DNA comparison, which have properties without which their practical application is impossible [43]:
Universality: each person has biometric characteristics.
Uniqueness: no two people have exactly the same biometric characteristics.
Persistence: biometric characteristics must be stable over time.
Measurability: biometric characteristics must be measured by some kind of physical reading device.
Also a very important property is acceptability. It is least of all associated with any specific biometric parameter, however, without taking it into account, it is impossible to create a complete picture of the effectiveness of using biometric systems. The combination of all of the above properties determines the effectiveness of biometric authentication systems.
The main biometric characteristics, as well as the types of their implementation are shown in Table 1 [12].  

Table 1 – Biometric characteristics
	Biometric
characteristic
	Registering
device
	Sample
	The investigated
traits

	Fingerprint
	scanner
	fingerprint image
fingers 
	location and
direction
scallop
protrusions and
forks on
fingerprint, etc.

	Face geometry
	camcorder, photo camera
	face image
	relative
location and
the shape of the nose, etc.

	Voice
	microphone, telephone
	voice recording
	frequency and modulation of the voice image



Currently, there are no biometric parameters that would combine all these properties at the same time, especially if we consider the acceptability. Therefore, it becomes relevant to use multi-parameter biometric authentication.
For the software implementation of the AS «Biometric Information Security System», the Visual FoxPro DBMS was chosen.
Visual FoxPro is a Relational Database Management System based on an object-oriented, visually programmable programming language. Starting with the ninth version of Visual FoxPro, a set of GDI Plus and MCI classes is provided.
GDI Plus supports both raster (BMP, GIF, PNG, etc.) and vector (WMF, EMF) images.  Graphical Device Interface (GDI Plus) allows applications to be developed to use graphics and formatted text to display on a monitor screen or print to a printer [44].
The main property of GDI Plus for its use in software implementation of the Automated Workplace "Biometric Information Security System" is the following: 
– the ability to load and save images from a file, from a table field or variable;
– the ability to obtain information about the image (definition of the raster size, raster resolution, graphic format);
– the ability to perform a number of operations on the image (rotation and reflection, clipping a rectangular fragment, resizing the image, interpolation);
– possibility of self-drawing in the form window;
– the ability to print images on a printer. 
With MCI, you can record, play back audio and video files of various formats.
MCI uses different codecs to encode and decode «compressed» files as needed, such as MP3, WMA or AVI. MCI multimedia device and file management is extremely easy. The MCI interface supports 46 commands, such as opening a file (OPEN), starting the file playback process (PLAY), pausing the playback of a file (PAUSE), ending playback (CLOSE), obtaining information about the current state of the playback process (STATUS), positioning within a file (SEEK), audio playback control (SETAUDIO), video playback control (SETVIDEO), etc.
An interface part is implemented based on the Visual FoxPro 9 DBMS, which includes the following modes: 1) biological characteristics, 2) performance parameters, 3) source databases, 4) database setup, 5) simple identification, 6) complex identification, 7) classification.
After calling the AWP, the main screen of the program appears, shown in Figure 11.
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Figure 11 – Workstation main screen

Currently included as biological characteristics are «video face», «fingerprint» and «voice».
Mode – «source databases». Portraits in the following graphic formats can be used as initial data for images: bmp, gif, jpeg, tiff and png. For the «face video» mode, the main information is a volumetric 3d-model, presented as a regular DEM.
In the IsxDan.dbf table, the fields have the following purposes:
kodxar – biometric characteristic code;
koddan – original face image code;
namdan – name of the file containing the face image;
kla – class number to which the image belongs (calculated in the «classification» mode)
The following types have been introduced for the characteristics parameters:
1 – point coordinate; 2 – distance (number); 3 – area; 4 – volume.
Mode – «classification». The program implements classification according to one or several parameters. 
The program implements various classification algorithms, the so-called merging strategies (agglomerative systems): flexible strategy, nearest neighbor strategy, far neighbor strategy, group mean strategy, centroid strategy, sum of squares strategy.
In the «identification» mode, for the input data about a person (face, finger or sound file) that needs to be identified, the degree of its correspondence with each of the data entered in the IsxDan.dbf table is calculated.

CONCLUSION

Research at the first stage (2018) is devoted to biometric identification of a person by face. As a result, a list of parameters for identifying a person's personality by face. The mathematical apparatus for their calculations has been developed. Based on the application of multicriteria optimization methods, coefficients have been calculated that allow ranking criteria by importance. The properties of the proposed mathematical algorithm are investigated.
For the first time, the human recognition algorithm takes into account such parameters as the volume of the nose, the volume of the orbit, and other three-dimensional characteristics. To speed up identification, all data in the source database is pre-classified. The program implements various classification algorithms: flexible strategy, nearest neighbor strategy, far neighbor strategy, group mean strategy, centroid strategy, sum of squares strategy.
A complex identification algorithm has been developed to take into account such phenomena as portrait shift, different photo scales and the tilt of the identified person. 
A volumetric 3D model is used as the initial data for the "face video", presented as a regular DEM. 
Developed a personality recognition algorithm based on 3-D photography. The algorithm takes into account the slope and dimensions of the image of a person's face as follows: 
1) to eliminate the shift, the coordinates of all points are shifted relative to the right eye, 
2) to exclude the inclination of the face beyond the point, all coordinates of the points are rotated by an angle corresponding to the difference between the ordinates of the left and right eyes,
3) to exclude the possibility of drawings of different scales, all data is converted in proportion to the distance between the eyes.
In the course of the research work, both hybrid techniques for biometric face identification in images and the use of convolutional neural network techniques for biometric face identification were investigated and analyzed.
Numerical studies carried out on a model problem have shown the effectiveness of human recognition when changing the photo scale.
Research at the second stage (2019) is devoted to biometric identification of a person using fingerprints. As a result, the following tasks were investigated: the experimental research methodology was analyzed, the process of processing the results using a biometric scanner to identify a person by fingerprints was described. A promising area for using the FPM10A module with the Adafruit Arduino library is the addition of software products for searching by an incomplete fingerprint, since often in practice there is only a part of the fingerprint for searching matches. In the course of the research work, the following tasks were completed: investigated and analyzed three algorithms for calculating key points for solving the problem of biometric fingerprint identification based on machine learning. The use of an approach based on the allocation of key points in the image for biometric identification by fingerprints makes it possible to create on its basis a software system for fast fingerprint recognition and subsequent search.
SURF / SIFT algorithms have the best classifying ability when solving everyday search problems on textured images. Both algorithms are more demanding on the hardware and are more suitable for other computer vision tasks, also both algorithms are patented and have a ban on commercial use, without the consent of the copyright holder. For fingerprint identification tasks, they have «excess capacity». 
The ORB algorithm has a higher performance in comparison with the above algorithms and SIFT/SURF methods, and is more suitable for biometric fingerprint identification tasks. ORB algorithm descriptors are binary descriptors and matching for such descriptors is the sum of Hamming distances for each descriptor byte. The use of this algorithm is more suitable for search tasks by an incomplete fingerprint.
Numerical studies carried out on a model problem have shown the effectiveness of human recognition by fingerprints.
Research at the third stage (2020) is devoted to biometric identification of a person by voice. An algorithm for calculating harmonics from processed speech information has been developed. The proposed algorithm allows for operational identification of a person with maximum efficiency; the results obtained provide the ability to reliably recognize an individual by voice. Also investigated and analyzed three algorithms for the analysis of audio recordings to solve the problem of biometric identification by voice. Today, speech identification and authentication is used in a wide range from smartphone applications to access control systems. Additional confirmation of the relevance of this area is the many research centers. 
The developed technology can be used (after appropriate adaptation) for wider application. In particular, they can be used to build a psychological portrait of the speaker, determine his gender and age.
The positive economic effect is that expensive equipment is not required to obtain biometric voice information (except for face biometrics). The social effect is expressed in the breadth of applicability of algorithms for processing biometric information.
Undergraduates and PhD students from KazNU named after al-Farabi, Kazakh Engineering and Technical University and «Turan» University took part in the implementation of the project.
For the entire period, according to the results of research work, publications were published and copyright certificates for the software product were obtained (Table 2): 

Table 2 - List of published works
	Year
	Copyright certificates
	Scopus
	Republics. journals
	International conferences
	Republican conferences
	Total

	2018
	0
	0
	3
	5
	1
	9

	2019
	1
	0
	7
	4
	2
	14

	2020
	4
	3
	12
	2
	1
	22

	Total
	5
	3
	22
	11
	4
	45



In February 2018, KazNU named after al-Farabi defended a dissertation for the degree of Doctor of Philosophy (PhD) Bairbekova Gaziza Serikyzy on the topic «Development and research of biometric methods and information security tools» in the specialty 6D070500 – «Mathematical and computer modeling».
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APPENDIX A

Work schedule for 2018-2020
Appendix 1.34
to contract No_____ dated ____2018г.
for grant funding
TECHNICAL SPECIFICATIONS AND
CALENDAR WORK PLAN
under contract No. 211 dated 19 march 2018

	1. Republican state enterprise on the right of economic management "Institute of Information and Computing Technologies" of the Science Committee of the Ministry of Education and Science of the Republic of Kazakhstan

1.1 By priority: 3. Information, telecommunication and space technologies, scientific research in the field of natural sciences
1.2 For sub-priority: 3.5 Methods and systems of information security and data protection. Technologies and software and hardware for information security. 
1.3 On the topic of the project: No. AP05131027 «Development of biometric methods and information security tools».
1.4 The total amount of the project is 42,000,000 (forty two million) tenge, including with a breakdown by years, for the performance of work in accordance with clause 3:
- for 2018 - in the amount of 14,000,000 (fourteen million) tenge;
- for 2019 - in the amount of 14,000,000 (fourteen million) tenge;
- for 2020 - in the amount of 14,000,000 (fourteen million) tenge.

2. Characteristics of scientific and technical products by qualification characteristics and economic indicators

2.1 Direction of work: algorithms and hardware and software for biometric identification of a person.
2.2 Field of application: биометрические системы защиты информации.
2.3 Final result: 
- for 2018: hardware and software and algorithms for personal identification by face. Publications.
- for 2019: hardware and software and algorithms for personal identification by fingerprints. Publications.
- for 2020: hardware and software and algorithms for personal identification by voice. Final report. Author's certificate. Two publications in journals indexed in Scopus or Web of Science with a non-zero impact factor: Lecture Notes in Computer Science, Proceedings of International Conference jn Computational Linguistics and Intellectual Technologies, SPIIRAS Proceedings, Procedia Computer Science.
2.4   Patentability: It is expected to obtain a copyright certificate for the final software product.
2.5 Scientific and technical level (novelty): The scientific novelty of this project lies in the study of existing, as well as in the development of new mathematical models and algorithms for solving the task of developing personality identification criteria based on interval mathematics.
2.6 The use of scientific and technical products is carried out by: personnel departments of law enforcement agencies. 
           2.7 Type of use of the result of scientific and (or) scientific and technical activities: biometric information security systems.

3. Name of work, terms of their implementation and results
	Task code, stage
	Name of work under the contract and the main stages of its implementation
	Period of execution
	Expected Result

	
	
	Start
	Finish
	

	1.1

	Analytical review of algorithms and means of identification by face
	January 2018
	March
 2018

	An analytical review of algorithms and means of identification by face on the topic of research will be described.

	1.2
	Development of mathematical algorithms for personal identification by face
	April
2018
	June
2018
	Mathematical algorithms for identifying a person by face will be developed. A mathematical model will be developed. Numerical studies will be performed. Publications will be prepared.

	1.3

	Development of software for personal identification by face
	July 
2018
	September
2018
	A research version of facial identification software will be developed. Publications will be prepared.

	1.4
	Experimental study of an automated system for identifying a person by face
	October
2018
	Nov. 1
2018
	An experimental study of an automated system for identifying a person by face will be conducted. An experimental version of the software will be described.
Publications will be prepared.

	2.1
	Analytical review of algorithms and fingerprint identification tools
	January
2019
	March
2019
	An analytical review will be described on the research topic, namely on algorithms and means of identification by fingerprints.

	2.2
	Development of mathematical algorithms for personal identification by fingerprints
	April
2019
	June
2019
	Mathematical algorithms for personal identification by fingerprints will be developed. A mathematical model will be developed. Numerical studies will be carried out. Publications will be prepared.

	2.3
	Development of hardware and software for personal identification by fingerprints
	July
2019
	September
2019
	A research version of the hardware and software complex for personal identification by fingerprints will be developed. Publications will be prepared.

	2.4
	Experimental study of an automated fingerprint identification system
	October
2019
	Nov. 1
2019
	A pilot study will be carried out on an automated fingerprint identification system. An experimental version of the hardware and software complex will be developed.
Publications will be prepared.

	3.1
	Analytical review of algorithms and means of voice identification
	January
2020
	March
2020
	Experimental studies will be carried out on the complex for assessing the psychophysiological parameters of a person. An automated system will be received. Publications will be prepared.

	3.2
	Development of mathematical algorithms and hardware and software for personal identification by voice
	April
2020

	June
2020
	Mathematical algorithms and hardware and software for personal identification by voice will be developed. A mathematical model will be developed. A research version of the hardware and software complex will be created. Publications will be prepared.

	3.3
	An experimental study of an automated voice identification system
	July
2020
	September
2020
	An experimental study of the automated voice identification system will be carried out. An experimental version of the hardware and software complex will be created.
Publications will be prepared.

	3.4
	Development of mathematical methods and software implementation of a multi-parameter automated personal identification system
	October
2020
	Nov. 1
2020
	Mathematical methods and software implementation of a multi-parameter automated personal identification system will be developed. A final report will be prepared. At least 2 scientific publications will be published in scientific journals and journals indexed in Scopus or Web of Science with a nonzero impact factor and 2 articles in domestic publications with a nonzero impact factor. The copyright certificate for the final software product will be obtained.




	from the Сustomer:
Chairman
State institution "Committee of science of the Ministry of education and science of the Republic of Kazakhstan»
	From the Contractor:
General Director of the RSE on REU
"Institute of Information and Computing Technologies" KN MES RK



	______________ Abdrasilov S.B.
LS
	____________                  Kalimoldaev M.N.
LS

	
	
Reviewed by: 
Project Supervisor 
______________                   Mazakov T. Zh.





Supplementary Agreement No. 6
to the agreement on grant financing
No. 211 dated March 19, 2018
Nur-Sultan							        "__" _______2020

State institution "Science Committee of the Ministry of Education and Science of the Republic of Kazakhstan", hereinafter referred to as the Customer, represented by the chairman Zh.D. Kurmangaliyeva, acting on the basis of the Regulation on the Science Committee, approved by order of the Executive Secretary of July 10, 2019 No. 169-K and order Minister of Education and Science of the Republic of Kazakhstan dated December 25, 2019 No. 169-ZhK, on ​​the one hand, and the Republican State Enterprise on the right of economic management "Institute of Information and Computing Technologies" of the Science Committee of the Ministry of Education and Science of the Republic of Kazakhstan, hereinafter referred to as the Contractor, represented by represented by Deputy General Director Mamyrbayev O.Zh., acting on the basis of Order No. 10-OS dated November 01, 2017, on the other hand, hereinafter collectively referred to as the Parties, on the basis of Article 401 of the Civil Code of the Republic of Kazakhstan, Resolution of the Government of the Republic of Kazakhstan dated May 25 2011 No. 575 "On approval of the Rules of the basic, grants th, program-targeted financing of scientific and (or) scientific and technical activities ", decisions of the National Scientific Council on program-targeted financing according to the priorities" Information, telecommunication and space technologies "(Protocol No. 2 of July 30, 2020)," Life Science and Health "(Minutes No. 6 dated July 27, 2020 concluded this Supplementary Agreement to Agreement No. 211 dated March 19, 2018 (hereinafter referred to as the Agreement) on the following:
1. In Appendix 1.26 to the Agreement:
paragraph three, clause 2.3, section 2 shall be amended as follows:
«- for 2020: hardware, software and voice identification algorithms. Final report. Author's certificate. At least 2 scientific publications will be published in scientific journals and journals indexed in Scopus or Web of Science with a non-zero impact factor and 2 articles in domestic publications with a non-zero impact factor. The copyright certificate for the final software product will be obtained»;
сlause 3.4 of Section 3 shall be amended as follows:

	3.4
	Development of mathematical methods and software implementation of a multi-parameter automated personal identification system
	October 2020
	Nov. 1
2020
	Mathematical methods and software implementation of a multi-parameter automated personal identification system will be developed. A final report will be prepared. At least 2 scientific publications will be published in scientific journals and journals indexed in Scopus or Web of Science with a nonzero impact factor and 2 articles in domestic publications with a nonzero impact factor. The copyright certificate for the final software product will be obtained.



2. In Appendix 1.34 to the Agreement:
paragraph three, clause 2.3, section 2 shall be amended as follows:
«- for 2020: hardware and software and algorithms of the experimental version of the complex for assessing the psychophysiological parameters of a person. Author's certificate. Final report. At least 2 scientific publications will be published in scientific journals and journals indexed in Scopus and Web of Science with a non-zero impact factor and 2 articles in domestic publications with a non-zero impact factor»;

сlause 3.5 of Section 3 shall be amended as follows

	3.5
	Pilot operation and preparation of the final report
	July
2020
	Nov. 1
2020
	Pilot operation of an automated psychological testing system and a hardware-medical complex for assessing the psychophysiological parameters of a person will be carried out. A final report will be prepared. An author's certificate will be received. At least 2 scientific publications will be published in scientific journals and journals indexed in Scopus and Web of Science with a non-zero impact factor and 2 articles in Russian publications with a non-zero impact factor.



3 The term of the supplementary agreement is December 31, 2020.
4. Additional agreement is an integral part of the Agreement.
5. The terms of the Agreement not affected by the additional Agreement remain unchanged.
6. The supplementary agreement comes into force from the moment of its signing by the Parties.
7. The Supplementary Agreement is made in duplicate, one copy for each of the Parties, having the same legal force.

	Customer:
State institution "Committee of science of the Ministry of education and science of the Republic of Kazakhstan»
Nur-Sultan,
Mangilik El Avenue, 8
BIN 061 140 007 608
IIC KZ92 0701 01KS N000 0000
Beneficiary code 11
RSU "Committee of the Treasury of the Ministry of Finance of the Republic of Kazakhstan"
	Contractor:
RSE on REU
"Institute of Information and Computing Technologies" KN MES RK
City of Almaty, st. Pushkin, 125
BIN 040740002672
BIC HSBKKZKX
Beneficiary code 16
BANK JSC "Halyk Bank of Kazakhstan"
tel. 8(727)2723711



	Chairman
______________ Kurmangaliyeva Zh.D.
LS
	Deputy General Director 
____________                  Mamyrbayev O.Zh.
LS
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APPENDIX B 

List of publications for 2020

Foreign publications:
[bookmark: _Hlk53501328]1 T. Mazakov, Sh. Jomartova, G. Ziyatbekova, M. Aliaskar. Automated system for monitoring the threat of waterworks breakout // Journal of Theoretical and Applied Information Technology. – 2020. – Vol. 98, No 15. – Р. 3176-3189. (Scopus, Q3, percentile 37) (in English)
[bookmark: _Hlk54684493]2 Sh. A. Aipanov, A. T. Zhakypov. The Method of Separation of Variables and its Application to the Problem of a Spacecraft’s Optimal Turn // Kosmicheskie Issledovaniya. – 2020. – Vol. 58, No 1. – рр. 73-84.  (Scopus, percentile 38) (in English)
Domestic publications:
[bookmark: _Hlk25135807]1 T.Zh. Mazakov, Sh.A. Jomartova, T.S. Shormanov, G.Z. Ziyatbekova, B.S. Amirkhanov, P. Kisala. The image processing algorithms for biometric identification by fingerprints // News of the National Academy of Sciences of the Republic of Kazakhstan. Series of Geology and Technical Sciences. – 2020. – Vol. 1, No 439. – рр. 14-22. https://doi.org/10.32014/2020.2518-170X.2 (Scopus, percentile 26) (in English)
2 T. Zh. Mazakov, P. Kisala, Sh. A. Jomartova, G. Z. Ziyatbekova, N. T. Karymsakova. Mathematical modeling forecasting of consequences of damage breakthrough // News of the National Academy of Sciences of the Republic of Kazakhstan. Series of Geology and Technical Sciences. – 2020. – Vol. 5, No 443. – P. 116-124. // https://doi.org/10.32014/2020.2518-170X.111 (Scopus, percentile 26) (in English)
3 Sh.A. Aipanov, A.T. Zhakypov. Variable separation method and its application for the problem of optimal turn of a spacecraft // Space research. – 2020. – Vol. 58, No. 1. – Р. 73-84. (in Russian)
4 Mazakov T.Zh., Jomartova Sh.A., Ziyatbekova G.Z., P. Kisala, Togzhanova K.O. Development of studies of the process of demolition of earth dams. // Bulletin Almaty University of Energy and Communications. – Almaty, 2020. – No. 1 (48). – рр. 131-137. (in Kazakh)
5 Mazakov T.Zh., Jomartova Sh.A., P. Kisala, Ziyatbekova G.Z. Water resources control measures and issues // KazNRTU bulletin. – Almaty, 2020. – No. 2(138). – рр. 365-369. (in Kazakh)
6 Ziyatbekova G.Z., Mazakov T.Zh., Tusupova S.A. The occurrence of hydrodynamic accidents and their analysis // Materials of the scientific conference IIСT CS MES RK "Modern problems of informatics and computing technologies". – Almaty, 2020. – pp. 45-50. (in Kazakh)
7 Sh.A. Jomartov, N.T. Karymsakova, A.T. Tursynbai, B.R. Zholmagambetova. Applying interval analysis to control a chemical reactor // KazNRTU Bulletin. – Almaty, 2020. – No. 2(138). – рр. 517-522. (in Russian)
8 Sametova A.A., Salimkhanova A.S. Systems for monitoring the development of forest and steppe fires in real time // Mater. XVI int. scientific-practical conf. «Novinata for science – 2020». – Sofia «Byal GRAD-BG», 2020. – Issue 10. – рр. 28-31. (in Russian)
9 Jomartova Sh.A., Karymsakova G.N., Tursynbai A.S. Application of a system of analytical calculations to derive the equations of dynamics of robotic systems // Bulletin Kazakh Academy of Transport and Communication. – Almaty, 2020. – No. 2. – рр. 207-213. (in Russian)
10 Mazakov T.Zh., Ziyatbekova G.Z., Aliaskar M.S. Automated system for monitoring the threat of waterworks breakthrough // KazUTB Bulletin. – Nur-Sultan, 2020. – No. 1. – рр. 7-24. (in Russian)
11 Shormanov T.S., Mazakov T.Zh., Ziyatbekova G.Z., Aliaskar M.S. Voice identification algorithms // KazUTB Bulletin. – Nur-Sultan, 2020. – No. 1. – рр. 58-68. (in Russian)
12 Mazakov T.Zh., Turlybekova A.N. Authentication and identification of a person by biometric parameter: voice // KazUTB Bulletin. – Nur-Sultan, 2020. – No. 2. – рр. 21-25. (in Russian)
13 Mazakov T. Zh., Abilkair Zh. S. Application of barcodes for product identification // KazUTB Bulletin. – Nur-Sultan, 2020. – No. 2. – рр. 8-14. (in Russian)
14 Mazakov T. Zh., Montaeva D.N. Building a machine learning based face recognition system // KazUTB Bulletin. – Nur-Sultan, 2020. – No. 2. – рр. 15-20. (in Russian)
15 Talgat Mazakov, Gulzat Ziyatbekova, Magzhan Aliaskar. Automated water level monitoring system in water bodies // Advance technologies and computer science. – Almaty, 2020. – No. 1. – рр. 39-44. (in English)
16 Mazakov T.Zh., Aipanov Sh.A, Kisala P., Ziyatbekova G.Z., Aliaskar M.S. Automation of water level control in hydraulic structures using climatic data and its significance // Mater. V int. scientific-practical conf. «Computer Science and Applied Mathematics». – Almaty, 2020. – рр. 7-13. (in Kazakh)
17 Jomartova Sh.A., Bayrbekova G.S., Shormanov T.S., Ziyatbekova G.Z., Aliaskar M.S., Mazakova A.T. Multiparameter automated system for biometric identification of a person // KazUTB Bulletin. – Nur-Sultan, 2020. – No. 3. –  рр. 20-35. (in Russian)
[bookmark: _Hlk53500521]18 Copyright certificate No. 7576. Interval function library / Ziyatbekova G.Z., Mazakova A.T., Mazakov T.Zh., Jomartova Sh.A., Karymsakova N.T., Amirkhanov B.S., Zholmagambetova B.R..; publ. 17.01.2020. (in Russian)
19 Copyright certificate No. 7632. Analytical computing system / Ziyatbekova G.Z., Mazakov T.Zh., Jomartova Sh.A., Mazakova A.T., Karymsakova N.T., Tursynbai A.T., Sametova A.A..; publ. 21.01.2020. (in Russian)
20 Copyright certificate No. 12172. Multiparameter system of biometric identification of a person / Mazakov T.Zh., Jomartova Sh.A., Ziyatbekova G.Z., Shormanov T.S., Mazakova A.T., Aliaskar M.S.; publ. 25.09.2020. (in Russian)
21 Copyright certificate No. 12221. Dam risk monitoring system / Mazakov T.Zh., Ziyatbekova G.Z., Aliaskar M.S.; publ. 29.09.2020. (in Russian) 

List of publications for 2019

Foreign publications:
1 Iryna V. Svyd, Andrii I. Obod, Ganna E. Zavolodko, Iryna M. Melnychuk, Waldemar Wójcik, Sandugash Orazalieva, Gulzat Ziyatbekova. Assessment of information support quality by «friend or foe» identification systems. // Przeglad Elektrotechniczny, ISSN 0033-2097, R. 95 NR 4/2019. – Warszawa, SIGMA-NOT Sp. z o.o.: 2019. – рр. 127-131. DOI: 10.15199/48.2019.04.2. (Scopus, percentile 19) (in English)
Domestic publications:
1 Mazakov T.Zh., Kisala P., Ziyatbekova G.Z. The history of the development of the theory of modeling flood and breakout waves // Mater. scientific. conf. IIСT СS MES RK «Innovative IT and Smart-technologies», dedicated. 70th anniversary of prof. Utepbergenov I. T. – Almaty, 2019. – рр. 199-205. (in Russian)
2 Shormanov T.S., Jomartova Sh.A., Ziyatbekova G.Z., Amirkhanov B.S., Aliaskar M.S. Machine learning algorithms for biometric face identification // HERALD of the Kazakh – British Technical University. – Almaty, 2019. – No. 1(48). – Vol. 16, Issue 1. – рр. 93-102. (in Russian)
3 Mazakova A.T., Ziyatbekova G.Z., Amirkhanov B.S., Zholmagambetova B.R., Karymsakova N.T. Complex of programs of three-dimensional graphics «3D-MAT» and its applications // KazUTB Bulletin. – Nur-Sultan, 2019. – No. 1. – рр.17-23. (in Russian) 
4 Shormanov T.S., Mazakov T.Zh., Jomartova Sh.A., Ziyatbekova G.Z., Aliaskar M.S. Image processing algorithms for biometric fingerprint identification // KazUTB Bulletin. – Nur-Sultan, 2019. – No. 2. – рр. 2-12. (in Russian)
5 Jomartova Sh.A., Nikulin V.V., Karymsakova N.T. Research of controllability of dynamical systems with constraints on control using interval mathematics // Journal of Mathematics, Mechanics and Computer Science. – аl-Farabi Kazakh National University, 2019. – No. 2 (102). – рр. 69-80. (in English)
6 Aliaskar M.S., Aipanov Sh.A., Tusupova S.A., Karymsakova N.T., Amirkhanov B.S. Biometric fingerprint identification of a person // Mater. scientific. conf. IIСT MES RK «Modern problems of informatics and computing technologies». – Almaty, 2019. – рр. 83-88. (in Russian) 
7 Shormanov T.S., Mazakov T.Zh., Tusupova S.A., Aipanov Sh.A., Mazakova A.T. Biometric identification by incomplete fingerprints // Mater. IV int. scientific-practical conf. «Computer Science and Applied Mathematics». – Almaty, 2019. – Part 2. – рр. 533-540. (in Russian) 
8 Ziyatbekova G.Z., Mazakov T.Zh., Piotr Artur KISALA. Consequences of the demolition of hydraulic structures and the main problems of emergency situations // Mater. IV int. scientific-practical conf. «Computer Science and Applied Mathematics». – Almaty, 2019. – Part. 1. – рр. 374-381. (in Kazakh)
9 Aliaskar M.S., Mazakov T.Zh. Face identification based on 2D images // Mater. IV int. scientific-practical conf. «Computer Science and Applied Mathematics». – Almaty, 2019. – Part. 2. – рр. 135-143. (in Russian)
10 Aliaskar M.S., Shormanov T.S., Mamyrbaev O. Zh., Isimov N.T. Application of a biometric scanner to identify a person by fingerprints // KazUTB Bulletin. – Nur-Sultan, 2019. – No. 3. – рр. 18-22. (in Russian) 
11 Ziyatbekova G.Z., Mazakov T.Zh., Jomartova Sh.A., P. Kisala. Prospects for the development of the theory and modern approaches to solving the problems of modeling flood and breakthrough waves // Mater. V int. scientific-practical conf. «Science and education in the modern world: challenges of the XXI century». – Nur-Sultan, 2019. – Р. 38-43. (in Russian)
12 Aliaskar M.S., Mazakova A.T., Bayrbekova G.S., Turlybekova A.N., Montaeva D.N., Abzhalilova A.A. Biometric methods of authentication and personal identification // KazUTB Bulletin. – Nur-Sultan, 2019. – No. 4. – рр. 33-41. (in Russian)
[bookmark: _Hlk53504049]13 Mazakov T.Zh., Dzhomartova Sh.A., P. Kisala, Ziyatbekova G.Z. New approaches for solving problems of the simulation of flood wales and breakthrough to justify protective measures // HERALD of the Kazakh – British Technical University. – Almaty, 2019. – No. 4(51), Volume 16. – рр. 138-144. (in English)
14 Copyright certificate No. 5290. Complex of programs of three-dimensional graphics «3D – MAT» / Ziyatbekova G.Z., Mazakova A.T., Shormanov T.S., Amirkhanov B.S., Zholmagambetova B.R., Aliaskar M.S.; publ. 12.09.2019. (in Russian)
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Foreign publications:
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APPENDIX D 

List of used foreign information resources

The following databases were used in scientific research on this project:
- Springer.com;
- Elsevier.com;
- Clarivate.com;
- eLIBRARY.ru;
          - Scopus.com.
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ABSTRACT
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prevent the breskthuough of weirs and dams. The paper offers hardware and softvare for monitoring the.
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THE IMAGE PROCESSING ALGORITHMS
FOR BIOMETRIC IDENTIFICATION BY FINGERPRINTS

Abstract, The aricle discusses image procesing algorithus for biometic fngerrint idenificatin. The
eniication features of e stucture of papllary parieras on the fnger: have been stulied taking nfo sccowmt e
it that difrent prsare, speed. direcio, mbient temperatre s iy leve leadfo difeent images. D o
arious il mage processing and analysi agorthin: sch 2 the SIFT descptor, 5 wel 2 he cloest conge.
‘tor e SURF desenptor, i  pozeba o quicky obten unique chrscieri for sch msge. This tudy e 3
agbace of photograpks obained fom open sourees  the Fingeprint Ventication Competiion 2004 (FUC2004)
A 2 et o the work.the graphic g ofthe mtchin ey pounts, 2 wel 3 the maunbe of mstched key ponts
‘o ngaprnts, have been smestiested Sewch key poins i perorad eing the Hesse ma. The detemant of
e He mavix (Hossin) raches the exremm 3t tha ponts of maimum varistio of the bighoess gradient
‘Fingarprit. were obained teing the aptica sescor "Cros: Match V300" The experimental study shovwed iz the
eveloped sotware ystem has ianance to image roations.

ey words: biometrics, fingepriats, 1dennfction sgns, mimte, papilry paterns, key point deseriptors,

Introduction. Modern image processing algorithms ar the main tools o improve performance in 2
ity of dhstie [1.3), Cimclogy 1 G of toseareas wher the use f o, g roceSing
algoritims provides  significant mprovement n the reuls

‘Since ancent imes, a handprint was used to confim the auhenticity of a document. In VLVII cen-
turies in Clina @ fngerprint was use o sizn documments. The most amous use of the handprint 252 con-
fmaton of the document was the Ashtirame of Mubammad. also known as the Covenant or Testament.
of Muhammad. is 2 document which is 2 charter or writ atifed by the Islamic Prophet Miohammad
sranting protection and otber privileges to the followers of Jesus the Nazavene, given to the Christian
‘monks o Sain Catherine's Morastery It i sealed with a imprint representing Mulammad's hand [4]

“Traces of Inman fingers i their forensi significance occupy the firt place i the aroup of methods
of identiication, which is explained as the frequency of eirdetecion, and th fact that they can be used.
auickly enough {0 identiy g person who letthe ingerprins,also to identify the relaion of s person
‘with othe mcidents i which te same fngerpints were found. Such possibiliie ae asociated with the
features stuctwre of skin on the fngers, namly the wiqueness of papillary patems. dentfication
Features of the structwre of papily patters on finges are divided nto global and local signs: Global

pr—
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MATHEMATICAL MODELING FORECASTING
OF CONSEQUENCES OF DAMAGE BREAKTHROUGH

Abstract. The aricl s devored 1 e development of 3 mathemascal mode for precentag a beakthrough of
dam 224 predict s possble comsequences Ta s work, (e task of developing a sigle iasegrared approach 1o
ensuing the saf operation of hydrmulic siuctre, based on the noificaton of erested bodies in real e, was
solved A mathematical model of the st ofthe rservlr i developed, on he bsis of which 4 ardware soffware
complex for operatonal nosficaton of ierested organizatons (skimats) aad Iocal emergency deparamens is
implemented. & mathematical model of predicing the consequences of 2 dam break s proposed. An algorthm for
Coeulsniag the mammu level of e breskout wave has bee ormulted. akiag 0 SCCOURY ARy PRISTETE: of
hebydraulic structre. The convergenceofth developed algorin i te form of  theorem b been proved. This
‘method has 3 lnge racticalfocus,compared withexsing ormas.

“The Taa language implements 2 hardware-sofeae complex (PAC) for predicing b ffct of 8 dam break,
consistiag o the following modales: 1) 2 module for rceiving s2d Taasantiag Curent iaformation abow: e water
level bumidiy snd temperate o3 the rest of the dam: 2) 3 modale for processig constnt and opertonal
aformarion sbout he ireat o dam breakirough (servr) 3) 2 modale for predicing the effects of 8 dam break
‘Based on the solution of the model problem, the effecaveness of e developed hardware-soffware complex is
chowa. The prscicl basis o th model ek s the eveats hat ook place 3 Kyzylagash villegs of Almary regin.
of e Republic of Kazabbstan

K words: mathematcsl modeling, fooding, dam, breach, breakthrough waves, wate resources, watr level,
‘ydralic seucere, hardweare-sofware complex.

Introduction. Accarding to the report of the UN Commisson. the damage from natual dissters, in
‘pertialar floods, has oy increased aver the years, and economic losses from e consequences of loods
lead to a decreas in gross domestic product Over the past cenfury. more than 2 thouwsand cases of
destruction of hydrauic strctures have occured in the world, the causes of which. amang the
phenomena, were facors of 2 geological and geophysical e

“Thus, the St. Francis dam in Calfornia was bt 70 Jm from Los Angeles in the San Francisco
canyon in order o accumailate wate for ifs subsequent distribution through the Los Angeles wate supply
system. Under a wave wall of 40 m all living fhings and buldings were destroyed. The valley was
Sooded for 80 k. More than 600 people died during this flood. The second example in aly in 1963, a
‘moumtain massif callaped in the Vayont reservoir, reuling in ~ 25 million tons of water overtlowed
through he dam. creatng waves inthe Pave rver valley with a height of 70 m 4 villages were destroyed.
4400 people were killed [1-3]
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L35 KT pINOHHO MO KOSMIFICEKOFO ARHAPATS PACEHOTPCIS S48 OIFTHMATIOND Pa300POTa B
npocTparieTse 3 GinkcipoRasH rcpaat spewcin. TpeCycron nepecers KA s Baioro i
HOTD GOTORIIA B ACATENOS KOMCIHOS HOIOXENIE i YCAORN OFparIMCInocT: ypancons. B k-
TR RPN PaCEMOTICHIL AN, KOS UEACOH yAKINONS HMEET CMIES MHIHMIIRALIN PACKO
otk i T a ypaRTCie. HEXoMOE Y IPIRICHHG HAIAEHO ¢ HCTIOL0RSINEN PN Ha-
oty TP 1 MCTORa Kaacapi . 1% POHICHNS BOSMMKAIOUIEH FpH STON ABYTOH
ot xpacaoit suzyn TTK3) npeaioace MErox Putcacis 0B i CONPEXCHIEX HEPENCHNIEY.
Tipuencan anamiricexoro oo 4t pemters ATK3 Homomer momsenrs TomHocTs semcas-
S 1 CORP AT TS KOMISOTEPHOTO PPN,

Dor:

1031557/5002342062001001X

BBEAEHME 7e MATLAB, npemaiasens s pemens 21—
B KocuiecKol HaBHaIN wACTO BerpeuaioTes A IAMITICCKO ORI [7]. T 1TOpIT-
13, B KOTOPIAX SIAIOTCA KpACTLLE Yetom, Ko- M4 IPOTPONML b HACTOAILICS BPONS CHEUO
TOpLIM 0KV TOICTROPAT NaaL i Ko ACTIOALVIOTES NASA 1 OnTAILIor Vipane-
HIE COCTORHIS KOCMIYECKOTD ammnapara. 7o, wa. W Matiespavat MKCIS].
PGP, ANYCk KA 3 OPOITY, MCROPOTITLIAN  PAMTHSHI SCTISKTIM SIS ONTMGIIOND
NEpeneT, CTLIKORKS, HPOCTPAICTBEIILIN patbopoT,  YTIPIRRCHWA YE1Om Amickcimen KA Npit 3aKperl.
CIYCK HA TIOBEPUHOCTE ILIHETL 1D, TpH 9TON b0 TCHIKE KOWIIAX TPACKTOPIH CHETCN W NTOaM ce
KET HEOGXOIMOCTS PCIICHIA FU1at ONTINAT,. PEIICHIS NOCRATIEH:, B SCTHOCTH, paboTst [9-12].
Horo ympamiciu (30Y). & KOTOPLEX TPROYerca nia. B 9] HallIEHo OITHMAIA0E MDOrPaNNI0e YIIpas-
PenccTit KA ) JTaiiOr HAATLIOND COCTOTII n EHHe, PeRTHmyiorice PaaBopoT KA IO, Tak Ha-
KCHEUOE KOHETHIOE COCTOMI ¢ MIINATANI  TSENOH TPICKTODIN “CO000I0N0 IBICAEIIS”
arpaTa TOMNER W KpaTIAANICe ppevs, Tt TIpEATATIeMTSH Miech HATHTINIECKIH HOINOR X pe-
30 pacesaTpHRIONCS 11 KONGHIIOM OTPEIKE Upe-  LICHI0. A AT THAHTEAIAN BNl &
i 1 TP yCOBMN OrpaITICHHOCTH YIpaRtSo-  OHCTPOIGHCTIIN P _(POPNIPORLIINE KOO
mero soancHicrams. ympaneis, omiaKo TpeGonae MpHAVIEATOCTH
U peweinn kpacauix ta ommivamatoro  TPAEKTODHI KA  onperenciinowy Kiaccy cykact
ynpaRTCH MOIYT G, Menomu0maL mpwin  HEXOTIY0 TOCTAHORKY 333
Naxcmywa Towrparsna |1, weron maawieckoro 1 [10—12] neerenosana atata yrpanicnys opa-
MporpavNIpORaNS BenTana [2], AOCTATOWE  INATETLHIN ABHACKHEM KOCIISCCKOTD AMIapaTa 5
Yer0BIA OnmNALoCTH Kporoms [3],  TaKA® Hic-  CAYaAX, Koria KA PICCMATPHIGETCH Kak THEpIoe
JeHNIC MCTOS (HAMPHNED, METOA TOCTEAORATCIE-  TE10 CO ClDepHIEEKH CHMNETPISION, oceCNCT-
X PRI KpLIOBa—EPHOYCEKO 4] €T0  PHKHON L TpOISBOTLIION AMIAMHCCKOR KO-
Notnbnkatn [5]). Cpemn HoBu NOTX0T0R, Mo~ Typael 113 AT OMTMATHOO PaB0pOTa KA
SUNBIIIOCR B TOCICTNE O, NOAHO OTWCTHTS | TOTVICH TONIHOS IWATHTINCCKOS PNICHHC b KidC-
cenTOGnEKTPATe METOMM (6], OCHOBIIILE Ha  CE KOMIIECKIT BHKEH| M IPHOTACHIIOE AT
Henom0RaMM NonHOVOD TexaiuApa it UcGHle-  THNECKOE PeIICHIC b Knacee 0GOGHICHHLAX KowIe.
3. Wnieeres Taxae mpmkiaioft naket DIDO Bepe-  CXItx TmUREH Wi TPOMIOTLIEY HITATLIL 1

i
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OXQPaMH, THAPOHAMITICCKIH QBAAAMH, QBAPILAMT KA CHCTEMAX KOMMYHATEHO-
3HEPTeTHYECKOro X03AHCTEa.

B «KoHuenumi 3Konormieckoli Gezonackoctn Pecnybmmu Kasaxcran Ha
2004-2015 romsn, oxoGpersoit Vxazon Ipesrerta Pecry6mxn Kasaxcran ot 3
Zexabps 2003 roma N 1241, B xavectBe OCHOBHOH 3aJaTH 3KOIOTHIECKOH
5E30MACHOCTH OTMEHIEHO (IIPEAYTIPEAIEHHE TPeIBEANHEL CHTYALIH NPHPOIHOTO B
TeXHOTeHHOTO XapaKTEpa.

JlecHbte TOXApE! IPHIHHTOT GOTHMON ymeps. C POCTOM HACETEHHA OHH
CTaHOBATCH Bee GONee ONACHEIM FWICHMEM. 3 GOPsGA C HEMHM CTAHOBHTCH
ToCYAapCTBeHHO NPOBTEMOf He TOTsKO B Ka3saxcTase, HO H B APYTHX FOCYIapCTBax.
He >(QeKTHBHEE MepsL MO TyIIEHHIO OTHSA, CTIOCOSCTBYIOT PACTPOCTPAHEHHIO
TOKAPOB Ha OrPOMHOH IIOMAMH H AETAOT HX IPEIBEITANHO ONACHEMH U AHIEH
ezoBexa.

JlecHBIe MOAApE SBIROTCA MOMHEIM NPHPOZHEM H JHTPOIOTEHHEDM
$aKTOPOM, CYIIECTBEHHO H3MEHAONM GYHKIHOHHPOBAHHE H COCTOSHHE Tecos. OHE
"HAHOCAT OTPOMHEIH YPOH SKOTIOTHH, V14 BOCCTAHOBTIEHHA Jeca TPeSyeTCH HECKOTEKD
AECATKOB €T H HECKOTHKO TOKOTeHHi TecHmmx. [j1% Ka3aXcTasa CTEIHELe NOKApE!
HAHOCAT GOJBLIOH BpeX OKPYAAOIel Cpede. KOPMOBOH Ga3e KHEOTHOBOZTECKIX
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APPLICATION OF THE SYSTEM OF ANALYTICAL COMPUTATIONS FOR THE

'DERIVATION OF EQUATIONS OF DYNAMICS OF ROBOTECHNICAL SYSTEMS

‘Jomartova Sholpan Abdrazakovna, Dr. Sci. Tech, Associated professor of ALFarabi Kazakh
‘National University, Almaty, Kazaklstan, jonariova@mmail i

Earvmakovs Nogal T, doctcl st 2L£uabi Kk Noss Uiy,
Almaty, Kazalistan, nkarymsakoval @ gmail com

Tursysbay Aisulu Tauasarovna, doctoral student, AlFarsbi Kazakh National University,
Almaty, Kazakbstan, turaiatau grmail com

Abstract.The atele s sysem o syt el SAC) i you on gt
‘mathematical models of various robofic systens i an automated mode. Various obotic
Imvestgaed. e relevance of the ik 15 snown. The applcation of salyial alulaon sytes fox
deriving the equations of the course of chemical reactons is shown. A mathematical model of robotic.
Systems using Lagrange equations of the second kind is compiled. The work uses the library fuctions of
the SAC in the consimucton of applications. The inferpreter is designed for the fastet reulfs. A text lle
‘containing 2 sequence of interpretr language statemens bas been created. The result can be displayed
oth on the screen and in the specified ile. And also i the work wsed ibrary functions. The user directly
et much more opportuites for manipulating expressions axd for bulding complete applcations. I this
case, he conpiles his program in the language of the system. Now you can confol the sequence of
‘aleulations using conol opesators. Herations are used to model fhe operators of swmmation and
‘multplication. Procedures and finctions over malrices are provided. Ease of implementation is achieved
by the fact iat all implementation details are hidden and optional fo the user. The writen procedire
autontically expands the library of "functionaliy” of the system. It does not need debugeing. as it
directly implements a nathentical formila. The program for obiaining and solving the equafions of
‘dymamics of 1obofs in symbolic form i convenient for mechanics. Furter, in the obtaimed equations and
solution, the user can substitute specific values of the generalized coordinates and other parameters for
caleulating the generalized forces. All infermediate matrics, energy equaions,etc. are calculated.

‘Keywords: analytical calculafions, robofic systems, equatons, dynamics of robots.
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ABTOMATH3HPOBAHHASI CHCTEMA MOHHTOPHHTA
YTPO3BI IPOPBIBA THIPOY3.I0B

ABHOTaIS, CTATS: TIOCEAIIEHa COSIANMIO ABTONATHSHPOBAHOF CHCTEME!
AMOHHTOPHETa YPOBES BOTSI B BOTORMAX /1% IpEAYIPEATCHIIS IPOPEA IUIOTHE 1
7236, B paGoTe NpEIVIAraIoTCE AMADATHHIE CPEICTBA H IPOTPANMHOE Ofecriewerte
AMOHHTOPHETa 3ATOTEAEMOCTH BOIOEMA C ONEPATHBHEN MIBCIEHHEN JAHHTEPECO-
'BAHHAIX OpraHH3AIHH (AKIDATOR) H MECTHSIX TIOTPAYIEe I TpesBEITAMHEX CHIYa-
‘s (C).

B Crarse paspaGOTaHa ABTOMATHIHPOBAMHAT CHCTEMA MOHHTOPHETA YPOBES
‘BOIEL B BoOeMe. HOIBOTAIONIAS B PEATEHOM BPEMEEH HOTYTaTs HE(OPMALIO 06 OT-
‘HOCHTETsHOf BTAAHOCTH H TeMTIEPATYE! BOSIYXA, O PACCTORHIH OF TPEGHS ILIOTHIS
20 ToBepXHOCTH BOEL B Booene. Ha 0CHOBE IOy ac 0 HEGOPMALI CHCTeMA ITo-
‘IBOIIHET OLEHNEATS IPOTHOIHOE BPEMS MOBHIIIEHH 00BEMA YPORHS BOTEL OT TEKYILe-
TO 0 KPHTHTECKOrO YPOBER H HEOPMHPOEATS HACETERHE O COCTOKHH BOTOEMA.

KittoseBkie ¢108a: HaBOTHexHe. IIOTHE, IPOPA, BOTHEL BOTHHIE Pecyp-
CHL MOHIMTODHET YPOBE BOTSL. MHKPONPOIECCOPHAS CHCTEMA, JATIHK TeMIEPATYPal
H BTIAHOCTH, MikpoKoMTioTep Raspberry, miargopya Arduino UNO.

T.Zh. Mazakov'?, G.Z. Ziyatbekova?, M.S. Aliaskar®
IRSE Institute of Information and Computational Technologies MES RK CS,
Almaty, Kazakhstan
?Al-Farabi Kazakh National University, Almaty, Kazakhstan

AUTOMATED SYSTEM FOR MONITORING THE THREAT
TO HYDRAULIC BREAKTHROUGH

Abstract, The article is devoted to the creation of an automated system for
‘monitoring the level of water in water bodies to prevent the breakihrough of dams and
‘dams. The paper proposes hardware and software for monitoring the occupancy of a
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AJTOPHTMBI HIEHTHOHKAIMH THYHOCTH 11O FOIOCY

ABHOTAMEA. B CTaThe PACCMATPHBAIOTCH ATTOPHTME! MO AHATHY AYHO-
3ammHCelt 114 GHOMETPHMECKOf HICHTHUKAINH THTHOCTH 10 TOTOCy. PaccMOTpea
METOIKA IKCTIEPHMEHTATEEIX HCCTeIOBAEH, OMACAE TpOect 0GpaBOTKE PeyTs-
‘Tatos HaeRTHGHKamH:. Hcroms308ans amroprmyet MFCC 1 PLP s madpoBoi 06-
‘paOTI i AHATIA Aym03AACEH. JIT3 AKYCTHYECKOND JHATIA PE IPHMEHSTOTCS
‘PANIHELE ATOPHTMEL CPHITSIe MapkoBCxie Mozemt (CMM mm HMM). a Taike
Mozems, cxteck rayccoscix pacnpexenenmit (CTP wm GMM), 3 noctesme romst
KTHEHO IpHMeRTIOTCE HefipoRHsIe cerst WaveNet. TIOTyies: peayIISTaT ONpeleTesiss
TORATSHOCTH el H CONEPAGTETSHOCTH P AU Lerell HIHTHHEAII 110 FOTOCY
KTi09eBEIe 1082 HICHTHHKAII THMHOCTH, XapaKTePHCTHKA 0710C, Te-
TOBEvIeCKAR peth, AKYCTHYECKOE MOTeTHpOBAHe, HeHpOHHEIE CeTH

TS. Shormanov?, T.Zh. Mazakov, G.Z. Ziyatbekova?, M.S. Aliaskar?
IRSE Institute of Information and Computational Technologies MES RK CS,
Almaty, Kazakhstan
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VOICE IDENTIFICATION ALGORITHMS

Abstract, The article discusses algorithms for the analysis of audio recordings
for biometric identification of a person by voice. The experimental rescarch technique
is considered, the process of processing the identification results is described. MFCC
and PLP algorithms are used for digifal processing and analysis of audio recordings.
Various algorithms are used for acoustic speech analysis: hidden Markov models
(CMM or VM), as well as a model of a mixture of Gaussian distributions (SRM or
GMM), in recent years WaveNet neural networks have been actively used. The result
of determining the tonality of speech and the content of speech for voice identification
‘purposes is obfained [4-5].

Keywords: personality identification, voice characteristics, human speech,
acoustic modeling, neural networks
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'USING BARCODES TO IDENTIFY PRODUCTS.

Abstract, The artcl discusses algorithms and methods for barcodes and their use for
identifjing goods. The work presents  pew barcode reader algorthm that gves excellent resuls even for
images that are bhury, noisy and vith low resolution. A new approach to barcode decoding i proposed.
‘which bypasses binarization. The proposed method is based on deformable pattems and uses all the
information abont the gray level of each pixel.

“Key words: barcode, product idenifcation, Morse code, localization, decoding
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Abstract. The artice is devoted to the creation of an automated system for monioring the
water levelin reservoss to prevent the breakthrough of weirs and dams. The paper offers hardhvare
and software for monitoring the reservoir occupancy with prompt nofification of iterested.
organizations (Iocal adminisrations) and local emergency departments.

The article describes a developed automated system for monitoring the water level in a
reservoir, which allows to get real-time information about the relative Inaidity and ai temperature,
the distance fom the dam crest fo the water surface o the reservoir. Based on the information
received, the system allows to estiate the forecast time of increasing the volume of water level
Srom the curret tothe critcal fevel and inform the population about the state f the reservoir

‘The general characterstic of the problem and the formulation of the research objectives are
given. Based on microprocessor fechology and semsor sensors, an auOBOMONS MICTOCCMpEr
climate data ransmission system kas been developed.

Keywords: flood. dam, wate level moitoring. microprocessor system, water level sensor,
‘Raspbery microcomputer, Arduino UNO platform.

Introducton. T is necessary to sualyze large volomes of heterogeneovs. information
incomsistency of gosl of vavious state bodies 10 asess the environmental iy of the region. The
Sotion of such tasks is mpossible withont th e of modem nformmtion systems for decision
support.

Cusventy. there e 1665 hycauic strctuces on the temitory of the Republic, including
teservoirs with volume greser than 1.0 319 waits (tacoding i the Republican ownerhip — 83,
i amaicipal ownersip — 200 in prvate ownership — 34 snd ownerless - 60) dauns — 443 vaits
(inciding in the Republican ovnership 32, in nicipal ownership — 346, prvate ownerstip— 45
and owneless 20y dams — 125 vaits aud ot hydranlic strocures — 78 waits.

A5 of May 1. 2017, a total of 1212 hydraulc stmetures were examined, 865 hydrastc
strvces of them e i satefatory condition. and 347 hydraulic strucures are i wsatisfsctory
condition nd requie epai.

“The necesaity of lega regultion of the sty issues o hydravlic structuces i deterined by
e large-seled social and economic consequences of their damage aud destmction. Af the sune
e, v losses and muteral daunsge are omparable tothe consequences of devastating naturl
disaers

In Kazakdtan the consructon of msny hydraslic srocoves vwas caried out i the 60-805 of
e st centary [1]. Their srvey today shows tha the acual deprecatin is more than 60%, the
ety and safety of strstegicaly imporiat bydrsulic strcturs s sharpy reduced.

T accordance with the Water code, Presdential decie of te Repuiblc of Kazakbstan dated
November 1, 2004, 0. 146, a st of water faciltes (herenaftr refemed {0 35 the List) of
‘partcula strategic inportaace was defined, whih incivdes 5 reservirs nd 29 reaiing hydeaulc
structures. In accordance with Article 25 of the Water Code. these water facilities cannot be leased,
ot and camo b privatized.

“The long service e and reduction in the last 20 yesrs of fnding for operating expenses,
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ABTOMATM3POBAHHAS CVICTEMA BVIOMETPUYECKOi WIEHTMQUIKALII IAYHOCTA

AwoTauyAs. (Tt NOCBALEHa PA3PACOTCE CHCTeM CHOMETPHECKDH WARHTHMKGLYN YETOBERa 10 LY,
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e 1 y4era T S, Kok ABHT TOPTPeTD, pask MaCLITZ OTOTPE W HEKIOH WAEHTHGHHPYENOTD
D, pa3pRBOTEH CIOXGHE GITOPITH WAEHTAGHKALHN. 3 GHOUETPIMCKOR WACHTHGWKALN YeN0Bea 10
omesaau nansiea WCnons306aH cxaep FPMIOA n MHKpOROHTROIEp Archino. WeH MO e TpIGHAH
OCHOB2Hb! H ZHATHSE CIPOEHS TETAIEPHX Y0P Ha MaNLE: T B, TATWIASHOTO YS0pa; HAABIERHE
KpYTHSHa IOTOKDR MATAVISPHSX AW TPORHHE LEHTPATEHOTD PHCYHKG Y30pE; CIPOBHHE AT, KOTHHECTED
ISP R MEKY LEHTHOM W AETION W MHOKECTEO ApYTHX THSHRK0E.

Lpyro T PHHaK0B — 0K, Vi TAKE Ha3ba10T WYL (OCODEHHOCTIMH WIW OGN TO%KEMH) —
JHAKGTHE PHHEKH TPACILIE TOTHO KOHKPETHOM OTTIEYENY, ONPEAETSHOLIE TYHTS MEHEHS CpYKIPSI
ISP A (OKORSGHHE, PEIABORHHE, DASDHE T ), OPHEHTALID TETAIISDHX HHIRE W KOODAHHETS B
3Tt . Kaxg OTesaroK MOXET COpEpAars 40 70  Gane iy, 1 GHOMETpIHECKOR WaeTHpHaL
708X 0 TOT0Cy CTORs3082Hs aopHTs MFCC  PLP 7 nposoli obpabor n awanisa aypuosanhcei, Jps
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werei wiesiuaym 1o rorogy. Ha OB Visual ForPro paspafiorana  «Moronapaverpuieccas
ETOMGTHSHPORGHHS CACTEMa GHOMETPHECKO WEHTH I THSHOCT.
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