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The object of research for 2020 is the study of data protection of operating systems, application systems and databases, network resources, as well as the study of questions about the state of security and management of information security systems against cyber threats.

The goal of the final stage of work for 2020 is to protect and reliably inform about the state of security; centralized management of information security systems.

To achieve this goal, we have identified the following tasks (the calendar plan is attached in Russian and in English (APPENDICES M, N):

- prepare project documentation for the creation of an Analytical center for responding to cyber threats (ADRC);

- prepare the terms of reference for the creation of the ACRCT;

- publish 1 article in a foreign scientific publication with a non-zero impact factor;

- publish 1 article in a peer-reviewed foreign scientific publication indexed by the Web of Science or Scopus databases;

- publish 1 article in the journal recommended by CCSON;

- issue documents for copyright (related) rights to the results obtained as a result of the project implementation.

As a result of the research, The project documentation and technical task for the creation of the ACRCT were prepared for the first time. 3 scientific articles were prepared and published. As well as the results of the project, 5 author's certificates were received.

Research methods — analysis, synthesis, induction, deduction, hypothetical, formal-logical method, comparative-legal, concrete-sociological, generalization, system, description, comparison, theoretical, empirical, statistical, and others.
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LIST OF ABBREVIATIONS AND DESIGNATIONS

The following abbreviations and designations are used in this research report:

ACRCT 

 Analytical center for responding to cyber threats

GCI


Global cybersecurity index

UPS 


Unified protection system

CEIRT


Calculation of the economic internal rate of return

ENPV 


The calculation of the ENPV economic net present value income

OCIS


Operational center for information security

RDW


Research and development work

NFPIS 


national focal point for information security

TOR 


terms of reference

FS


Feasibility study 

EC


Electronic computer
INTRODUCTION
The relevance and novelty of the research is expressed in the fact that the analysis of the current state of information security in Kazakhstan shows that its level currently does not meet the needs of the individual, society and the state. An urgent problem is the lack of domestic information technologies, which forces the mass consumer to purchase imported equipment that does not have confirmation of compliance with information security requirements. This poses a threat to the information security of databases and data banks, as well as the possible dependence of the country on foreign manufacturers of computer and telecommunications equipment and information products.

The object of research for 2020 is the study of data protection of operating systems, application systems and databases, network resources, as well as the study of questions about the state of security and management of information security systems against cyber threats.

The goal of the final stage of work for 2020 is to protect and reliably inform about the state of security; centralized management of information security systems.

The maximum reduction of the risks of distortion, leakage or unavailability of protected information is achieved by developing and implementing Project documentation and Technical specifications for creating an Analytical center for responding to cyber threats (Draft documents).

The results of the work and their novelty for the first time prepared Project documentation and Terms of reference for the creation of the ACRCT. The work performed is theoretical and practical, and all the results are completely new. 3 articles were published and 5 documents were issued for copyright (related) rights to the results obtained as a result of the project implementation.

Result indicators (direct and final) Draft documents: the direct result is the ability to withstand the following threats:

- unauthorized copying/forwarding of data;

- unauthorized modification/deletion of data;

- artificial overload of the system with bogus requests;

- infection of systems with unauthorized software (malware);

- unified system for monitoring and managing information security tools.

The end result is the transition of electronic public services from the category of additional amenities to the category of system-forming ones.

The significance and effectiveness of the work is expressed in making a significant contribution to the implementation of long-term strategic documents: "Strategy "Kazakhstan - 2050": a new political course of the established state"; the State program "Information Kazakhstan-2020"; GIC and other documents and legal acts in the field of development and ensuring information security.

Two interim reports were submitted on this topic:

in 2018 – inventory number # 0218RK00274, IRN AP05133002-OT-18 on the topic "Improving methods of countering cybercrime, cybercrime and information security";

in 2019 – inventory number # 0219RK00065, IRN AP05133002-OT-19 on the topic "Improving methods of countering cybercrime, cybercrime and information security".

According to the calendar plan for the reporting period of 2018, a practical guide was prepared and published on the topic: "algorithm for investigating cybercrimes (features of drafting procedural documents)", as well as an article in the journal "Science and life of Kazakhstan" which describes the criminological portrait of a cybercriminal.

During the reporting period of 2019, a scientific and practical guide on the topic was prepared and published: "Improvement of methods for countering certain forms of theft (fraud, cyber theft), 2 scientific articles, and an Analytical portal for countering cybercrime has been developed.

From 2018 to 2020, the authors team successfully completed three field monitoring sessions conducted by the expert group on the implementation and effectiveness of the research project.

The scope of the results is law enforcement, the educational process of law schools, including law enforcement agencies.

Degree of implementation – received 5 documents for copyright (related) rights to the results obtained as a result of the project with the receipt of copyright certificates for entering information in the state register of rights to objects protected by copyright.

Recommendations for implementation — the results of scientific research of the author's team are aimed at implementation in legislation, practice and educational process.

For 2019, there are 2 acts of implementation. So, a scientific and practical guide on the topic: "Improving methods of countering certain forms of theft (fraud, cyber theft)" October 9, 2019 introduced in the educational process of the Institute for retraining, advanced training of judges and judicial system employees of the Academy of justice under the Supreme Court of the Republic of Kazakhstan and in the practical activities of the criminal police Department of the Ministry of internal Affairs of the Republic of Kazakhstan October 9, 2019 introduced a practical guide published in 2018 on the topic: "Algorithm for investigating cybercrime (features of drafting procedural documents).

Main design and technical and economic indicators for 2020-developed Project documentation and Terms of reference for the creation of an Analytical center for responding to cyber threats. The developed Draft documents are of strategic importance and correspond to the goals of the country's strategic development policy and the state program "Information Kazakhstan - 2020"
.
1 Preparation of project documentation for the creation of an analytical center for responding to cyber threats
During the development of the Draft documents, one of the priority tasks in the framework of ensuring the security of the company's information assets was to identify technical channels of information leakage. Information may be leaked as a result of the intent of third parties or due to the negligence of employees. In the course of the study, the project documentation for the creation of the ACRCT was prepared.

The main goal of the ACRCT is to provide services to identify technical channels of information leakage, which is a priority task in the framework of ensuring the security of the company's information assets. Information may be leaked as a result of the intent of third parties or due to the negligence of employees. The second objective of ACRC – monitor the status of information security (fixing of incidents, analysis of incidents transfer incidents to operations center for information security (CIS) and the national coordination centre for information security (NCCIS).

Project documentation consists of the following sections: project summary; marketing section; technical and technological section; environmental section; institutional section; financial and economic section; social section; risk analysis section; General conclusions.

Deliberate organization of a leak is committed with two goals: the first of them is to cause damage to the state, society or a specific enterprise, this goal is characteristic of manifestations of cyberterrorism; the second goal is to gain an advantage in competition.

Unintentional leaks occur most often due to the carelessness of employees of the organization, but can also lead to serious adverse consequences. Creating a system for protecting information assets from loss in companies of all types should be carried out at a professional level, using modern technical means. To do this, you must have an understanding of the leakage channels and ways to block these channels, as well as the requirements for modern security systems.

As a result of the creation of the EHR, the national information space and mass media distribution systems will be protected from purposeful negative information and organizational interaction that may harm the national interests of the Republic of Kazakhstan.

The project summary includes a brief description of the budget investment project; political (Protocol and other instructions, regulations), socio-economic and other conditions of the project; possible options for achieving the goal and indicators of the project result, including those considered at the stage of the investment proposal; results of technical and economic assessments based on available materials and research, as well as requirements and conditions set out in the task for its development.

The following analyses are performed in the marketing section: demand, including assessment and justification of volumes, types and prices of products (goods, works, services) that are produced and will be produced without taking into account the project implementation; types and prices of products that are expected to be produced as a result of the project implementation, as well as quantitative parameters of effective demand; socio-economic necessity of the project, indicating the legal basis; types and prices of goods, works and services procured in the framework of the project (in investment period), as well as opportunities to meet the needs of the project; types and prices of goods, works and services procured in the operational period (post-investment period), as well as the ability to meet the needs of the project.

The technical and technological section consists of an analysis of possible options for object placement; description of the project scale; justification of the choice of technologies and equipment; information about the project's availability of the necessary engineering, transport and telecommunications infrastructure with justification of the selected solutions; project implementation schedule; additional information for the project in the field of informatization.

The environmental section describes the assessment of environmental risks and the impact of the project on the environment, the quantitative assessment of environmental damage from the project and the proposed measures to reduce its negative impact.

Financial and economic unit consists of: calculation of investment costs, allocation of funding needs by phase, component and source of financing of the project; calculate production costs; justify schemes of financing by source (Republican/local budget, borrowed funds), terms and volumes of financing, based on the analysis of alternatives; current financial condition of the project participants; financial and economic analysis of the project; analysis of the socio-economic situation with and without the project, including calculations of estimated costs from budget funds in the event of non-implementation of the project; analysis of the lowest costs and calculation of indicators of economic efficiency of the project, including the assessment of economic benefits and costs, calculation of economic net discounted income (ENPV) and economic internal rate of return (EIRR); sensitivity analysis of economic net discounted income (ENPV) and economic internal rate of return (EIRR) for the main parameters.

The social section includes information about the availability of qualified personnel in the investment and post-investment periods of the project; the need for training and retraining of workers and specialists; labor protection and safety standards; the validity of the project in terms of socio-cultural and demographic characteristics of the population.

The risk analysis section describes methods for identifying and evaluating risks, risk assessment, and sources used.

The final section, General conclusions, provides reasons for choosing the most optimal project implementation option, the main disadvantages and advantages of the selected project implementation option, as well as technical and economic parameters for the selected project implementation option.

The project documentation is 144 pages long (APPENDIX A).
1.1 Preparation of a technical task for creating an Analytical center for responding to cyber threats
A technical task for creating an Analytical center for responding to cyber threats has been prepared. This technical task: describes in detail the method of providing services for identifying information leakage channels and using special technical means; sets the required characteristics of objects, including reliability requirements; sets the composition and content of work on creating the system; defines the procedure for accepting the system and work, as well as documentation requirements.

The scope of the technical task is 27 pages (APPENDIX B).
1.2 Preparation and publication of 1 article in a peer-reviewed foreign scientific publication indexed by the Web of Science or Scopus databases
During the research, an article was prepared and published on the topic: "Countering Fraud Committed Using Information Technology in Kazakhstan", authors L. A. Temirzhanova, N. K. imangaliev, A. Zh. Syzdykov, A. A. Yeshnazarov, B. Zh. Sagimbekov. Journal of Advanced Research in Law and Economics. Qwarterly Volume X. Issue 7 (45). Fall 2019. ISSN: 2068-696X. Pp. 2122-2132. IF: 0.41. The article is attached (APPENDIX C).
1.3 Preparation for publication 1 publication in a foreign scientific publication with a non-zero impact factor
During the research, an article was prepared and published on the topic: "some issues of cybersecurity in the Republic of Kazakhstan", authors L. A. Temirzhanova, B. Zh. Sagymbekov. Journal "Scientific aspect", Samara, Russian Federation, no. 2, 2020. ISSN 2226-5694. Pp. 574-579. IF in the Russian science citation index (RSCI): 0.03. The article is attached (APPENDIX D).
1.4 Preparation and publication of a journal article recommended by the CCSON
During the research, an article was prepared and published on the topic: "International legal experience in countering cybercrime", authors L. A. Temirzhanova, B. Zh. Sagymbekov. International scientific journal "Science and life of Kazakhstan", Nur-Sultan, no. 6/1, 2020. ISSN 2073-333X. Pp. 82-88. The article is attached (APPENDIX E).

1.5 Documents are issued for copyright (related) rights to the results obtained as a result of the project with the following copyright certificates
1) the author's certificate No. 9110 of 2.04.2020 is attached (APPENDIX F).

Object name: "Improving methods of countering certain forms of theft (fraud, cyber theft) scientific and practical guide." authors: temirzhanova L. A., imangaliev N. K., Yeshnazarov A. A., Syzdykov A. Zh., Sagymbekov B. Zh.

Type of copyright object: a work of science. Creation date of the object: 31.05.2019 G.

2) the author's certificate No. 9209 of 9.04.2020 is attached (APPENDIX G).

The name of the project: "Algorithm for the investigation of cybercrime (especially drafting legal documents) a practical guide". Authors: L. A. Temirzhanova, Imangaliyev N. To., Eshnazarov A. A., Dusetai R. S., Agibaev M. G., A. V. Syrbu

Type of copyright object: a work of science. Creation date of the object: 30.05.2018 G.

3) the author's certificate No. 9406 of 23.04.2020 is attached (APPENDIX H).
Object name: "Computer program Internet portal cyber-stat.kz (analytical portal on countering cybercrime)".

Authors: Temirzhanova L. A., Li V. K., Zhumadildin B., Yeshnazarov A. A., imangaliev N. K., Syzdykov A. Zh., Sagymbekov B. Zh.

Type of copyright object: computer program. Date of creation: 02.09.2019

4) the author's certificate No. 12383 of 6.10.2020 is attached (APPENDIX I).

Object name: "Database Terms of reference for creating a cyber threat response analytical center (ACRCT)".

Authors: Temirzhanova L. A., Li V. K., Zhumadildin B., Yeshnazarov A. A., imangaliev N. K., Syzdykov A. Zh., Sagymbekov B. Zh.

Type of copyright object: database. Creation date of the object: 02.04.2020 G.

5) the author's certificate No. 12384 of 6.10.2020 is attached (APPENDIX J).

Object name: "Database Project documentation for the creation of an Analytical center for responding to cyber threats".

Authors: Temirzhanova A. A., Lee, W. K., Gomadingen B., Eshnazarov A. A., N. Imangaliev.To., Syzdykov A. J., B. J. Sagymbekov

Type of copyright object: database. Creation date of the object: 02.05.2020 G.

1.6 synthesis of materials and preparation of the final report on the results of tasks 4 and 5 of the study.

6) a report on the results of tasks # 4 and # 5 of the study was prepared and submitted for the final report (APPENDIX N).

Prepared: project documentation and terms of reference for the creation of an Analytical center for responding to cyber threats.

Published: 3 scientific articles on the research topic.

Received 5 certificates of copyright (related) rights to the results of the project.

1.7 report on the use of allocated funds in 2020.

The total amount of the project is 21,000,000 tenge, including a breakdown by year, for the performance of works:

- for 2018 - in the amount of 7,000,000 tenge;

- for 2019 - in the amount of 7 000 000 tenge;

- for 2020 - in the amount of 7 000 000 tenge.

In particular, 10% of the total amount is subject to withholding for individual income tax, which is 700,000 tenge per year.

In 2020, performers receive the same amount of 83,610 (eighty-three thousand six hundred and ten) tenge per month for their research work. The Manager pays the specified amount of remuneration to the performers within the framework of scientific and organizational support and project support services by transferring the specified amount to the Bank account. Total expenses under the item "Labor remuneration" for 2020 – amounted to 1,003,320 tenge (one million three thousand three hundred and twenty) tenge.

The project provides for the use of other scientific and organizational IT services to support the project in 2020 (preparation of project documentation and technical specifications for the creation of an Analytical center for responding to cyber threats) and laid 1,000,000 (one million) tenge.

Purchase of hardware and software - in 2020, the cost of materials is not provided.

Publication expenses - it is planned to publish 1 article in a peer – reviewed foreign scientific publication indexed by the Web of Science or Scopus databases-74,000 (seventy-four thousand) tenge.

7) so, the author's team published the following articles (APPENDIX M):

1) "Countering Fraud Committed Using Information Technology in Kazakhstan", authors L. A. Temirzhanova, N. K. imangaliev, A. Zh.Syzdykov, A. A. Yeshnazarov, B. Zh. Sagimbekov. Journal of Advanced Research in Law and Economics. Qwarterly Volume X. Issue 7 (45). Fall 2019. ISSN: 2068-696X. Pp. 2122-2132;

2) "Some issues of cybersecurity in the Republic of Kazakhstan", authors L. A. Temirzhanova, B. Zh. Sagymbekov. Journal "Scientific aspect", Samara, Russian Federation, no. 2, 2020. ISSN 2226-5694. Pp. 574-579;

3) "International legal experience in countering cybercrime", authors L. A. Temirzhanova, B. Zh. Sagymbekov. International scientific journal "Science and life of Kazakhstan", Nur-Sultan, no. 6/1, 2020. ISSN 2073-333X. Pp. 82-88.

Business trips: Within the country: in 2020, a business trip to Almaty is provided for submitting the final research report for up to 2 days (+ 2 days of travel), the pledged amount for the business trip is 97,000 (ninety-seven thousand) tenge. The trip is not carried out for objective reasons (JSC "NCSSTE" in 2020 accepts the report in electronic format, the state of emergency on the entire territory of the Republic of Kazakhstan in view of the pandemic) as NNS, MES RK, 3 October 2020 (meeting minutes No. 7, statement 1) approved at its meeting the letter of the supervisor on the redistribution of the resulting savings to pay for the publication of articles in foreign scientific journal indexed by the databases Web of Science or Scopus.

Foreign business trips: not planned for 2020.

Rent of premises, purchase of consumables, operating expenses are not provided.

Additional expenses that are not provided for in the budget (production of printed materials, etc.) may be covered by the performers.

Conclusion: the expenditure of financial resources corresponds to the budget expenditure estimates according to the calendar plan.
CONCLUSION
The author's team has fully achieved its goals and objectives for 2020. So, according to the calendar plan, 3 scientific articles were published, Project documentation and Terms of reference for the creation of the ACRCT were prepared, and 5 author's certificates were obtained for the research results.

The main results and conclusions of the research conducted in 2018 are as follows:

- an effective algorithm for investigating cybercrime has been developed;

- developed tactics for conducting separate investigative actions in the investigation of cybercrime;

- the method of investigation of cyber attacks is defined;

- developed issues in the appointment of forensic technological (computer) expertise;

- developed exemplary samples of procedural documents.

The main results and conclusions of the research conducted in 2019 are as follows:

- criminal-legal and criminological characteristics of some types of cybercrime are investigated;

- the impact of judicial and investigative practice and the results of countering cybercrime by interested state bodies are summarized;

- a mechanism for countering cybercrime, cybercrime, and information security has been defined;

- an Analytical portal on countering cybercrime has been developed.

The need for this Draft document is to meet state requirements in terms of ensuring information security. As a result of this project, the problems of reliability, availability and information leakage will be solved.

Based on the types of analysis carried out in the feasibility study, the project is appropriate and cost-effective.

Thus, we believe that in the course of the study, the authors ' team for 2018-2020 achieved all the results in accordance with the technical specification.

In addition, we come to the main conclusion that the dynamics of information technology development in the socio-economic and cultural life of society and the state imposes increased requirements for solving information security issues. The main problem hindering the development of e-services and "e-government" is the low level of security of information and communication networks, information systems and resources of state bodies. The conclusions and recommendations set out in the study are aimed at countering cyber theft and cybercrime, improving law enforcement practices of law enforcement agencies and interagency interaction.

The expected effect of the research is multi-faceted: in legal science; in the activities of law enforcement and state bodies, in the formation of legal culture, legal and information literacy of society as a whole.

Predictive assumptions about the development of the research object - the need for the development of the object of this study is to meet state requirements in terms of ensuring information security. As a result of the possible future implementation of this project, the problems of reliability, availability and information leakage will be solved, as well as improving the mechanism for countering cyber fraud and cybercrime, since the study provides specific recommendations in various areas of legislation on preventing and combating cyber theft.
LIST OF SOURCES USED
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List of published works
For the period 2018-2020, within the framework of a research study on grant funding on the topic: "Improving methods of countering cyber fraud, cybercrimes and information security" IRN AR05133002 published:
1. "Criminological portrait of a cybercriminal" "Science and life of Kazakhstan" No. 5 (65), 2018. pp. 55-59, authors N. K. imangaliev, A. Zh. Syzdykov (Rus.yaz);
2. Зractical guide on the topic: "Algorithm for investigating cybercrime (features of drafting procedural documents)" authors L. A. Temirzhanova, N. K. imangaliev, A. A. Yeshnazarov, M. G. Azhibaev M. G.,R. S. Dyusetaev ISBN 978-601-7969-02-8 Astana: Academy of law enforcement agencies under the Prosecutor General's office of the Republic of Kazakhstan, 2018. – 174 p. (Russian);

3. "Improving the Mechanism of Countering Certain Types of Fraud in the Republic of Kazakhstan", authors L. A. Temirzhanova, N. K. imangaliev, A. Zh. Syzdykov, A. A. Yeshnazarov, B. Zh. Sagimbekov Journal of Advanced Research in Law and Economics. Qwarterly Volume IX. Issue 5(35). Fall 2018. ISSN: 2068-696X. Pp. 1776-1788. IF: 0.41);

4. "Separate issues on counteraction to crimes in the sphere of information technologies in the Republic of Kazakhstan", authors N. K. imangaliev, A. A. Yeshnazarov in "Khabarshy - Vestnik" of KazNPU. Abaya, Almaty, no. 2 (56), 2019. ISSN 1728-8975. Pp. 47-60 (Rus.yaz);

5. Scientific and practical guide on the topic: "Improving methods of countering certain forms of theft (fraud, cyber theft)» under the General editorship of K. Yu.n. Temirzhanova L. A., authors Temirzhanova L. A., imangaliev N. K., Syzdykov A. Zh., yeshnazarov A. A., Sagimbekov B. Zh. ISBN 978-601-332-351-0, Nur-Sultan: 2019. – 166 p. (Russian);

6. "Countering Fraud Committed Using Information Technology in Kazakhstan", authors L. A. Temirzhanova, N. K. imangaliev, A. Zh. Syzdykov, A. A. Yeshnazarov, B. Zh. Sagimbekov. Journal of Advanced Research in Law and Economics. Qwarterly Volume X. Issue 7 (45). Fall 2019. ISSN: 2068-696X. Pp. 2122-2132; ISSN: 2068-696X. IF: 0.41);

7. "Some issues of cybersecurity in the Republic of Kazakhstan", authors L. A. Temirzhanova, B. Zh. Sagymbekov. Journal "Scientific aspect", Samara, Russian Federation, no. 2, 2020. ISSN 2226-5694. Pp. 574-579; RSCI: 0.03 (Rus.yaz);
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                                              APPENDIX В
                                                        Calendar plan
                                                                               to agreement no. __ of _______2018

for grant funding

TECHNICAL SPECIFICATION AND

JOB SCHEDULE

Under contract no. ___  from __________________2018 year

1. Performer: Temirzhanova Lyazzat Akhmetzhanovna

1.1 Priority: national security and defense (without security classification)

1.2 By sub – priority: Subsection- Applied scientific research. Ensuring the activities of law enforcement agencies.

1.3 On the project topic: no. APO5133002 «Improving methods of countering cybercrime, cybercrime and information security»

1.4 The total amount of the project is 21,000,000 (twenty-one million) tenge, including by year, for the performance of works in accordance with paragraph 3:

- for 2018 - in the amount of 7,000,000 (seven million) tenge;

- for 2019 - in the amount of 7,000,000 (seven million) tenge.

- for 2020 - in the amount of 7,000,000 (seven million) tenge.

2. Characteristics of scientific and technical products according to the educational characteristics and economic indicators

2.1 Direction of work: «Improving methods of countering cybercrime, cybercrime and information security».

2.2 Application field: Applied scientific research. Ensuring the activities of law enforcement agencies.

2.3 final result:

for 2018:

1) the author's team will prepare and publish 1 practical guide on the topic: «Algorithm for investigating cybercrime (features of drafting procedural documents)»;

2) 1 article will be published in the journal recommended by CCES.

for 2019:

1) the author's team will prepare and publish 1 scientific and practical guide on countering cybercrime;

2) an analytical portal on countering cybercrime will be developed, which will consist of:

- maps on cybercrime across the republic (by regions, cities, and districts);

3) integration of the map with information and analytical databases of the Committee for legal statistics and special records of the Prosecutor General's office of the Republic of Kazakhstan:

- Arm ERDR (automated workplace of the unified register of pre-trial investigations);

- ORACLE BI;

- AIS EUSS (automated information system for unified accounting of special systems):

- E-criminal case (electronic criminal case);

4) 1 article will be published in a peer-reviewed foreign scientific publication indexed by the Web of Science or Scopus databases with a non-zero impact factor, 1 publication in a domestic scientific publication with a non-zero impact factor.

for 2020:

1) a technical task will be developed to create an Analytical center for responding to cyber threats;

2) 1 article will be published in a peer-reviewed foreign scientific publication indexed by the Web of Science or Scopus databases with a non-zero impact factor, 1 publication in a foreign scientific publication with a non-zero impact factor;

3) 1 article will be published in the journal recommended by CCES.

2.4 Patentability: patentable.

2.5 scientific and technical level (novelty): The novelty of the research is determined by the fact that it is a comprehensive analysis of crimes related to cybercrime and cybercrime with the development of counteraction measures.

2.6 the use of scientific and technical products is carried out by: law enforcement officers.

2.7 type of use of the result of scientific and (or) scientific and technical activities: analytical portal for countering cybercrime, 2 manuals, publications, technical task for creating an Analytical center for responding to cyber threats.
3. Calendar plan
	STAGE TASK #
	Name of the works and main stages of its implementation
	Due date
	Expected result

	
	
	starts
	ends
	

	1
	Task 1 of the project for 2018

Development of an effective algorithm for investigating cybercrime
	February 
2018 
	November 1, 2018
	An effective algorithm for investigating cybercrimes will be developed with the publication of a practical guide on the topic: «Algorithm for investigating cybercrimes (features of drafting procedural documents)»

	1.1
	Development of tactics for conducting individual investigative actions in cybercrime investigations
	February 

2018
	April 
2018
	the tactic of carrying out certain investigative actions in the investigation of cybercrime will be developed

	1.2
	Defining the methodology for investigating cyber-attacks
	April 
2018
	June 
2018
	Methods of investigation of cyber attacks will be defined

	1.3
	Development of a list of issues for the appointment of forensic technological (computer) expertise
	June 
2018
	July
2018
	A list of questions will be developed for the appointment of forensic technology (computer) expertise

	1.4
	Development of sample procedural documents
	July
2018
	September 2018
	Development of sample procedural documents

	1.5
	Business trip to Tbilisi (Georgia)
	September 2018
	October   2018


	A trip to Tbilisi (Georgia) will be carried out to collect analytical materials on working with "E-criminal case" and working with digital evidence, to study the activities of the cybercrime Department of the Central criminal police Department of the Ministry of internal Affairs of Georgia.

	1.6
	Preparation and publication of a journal article recommended by the CCES
	September 2018
	October   2018
	1 article will be published in the journal recommended by CCES

	1.7
	Summarizing materials and preparing an interim report on the results of task 1 of the study
	September 2018г.
	November 1, 2018
	The materials will be summarized and an interim report will be prepared on the results of task 1 of the study

	1.8
	Submission of the annual report
	October   2018
	November 1, 2018
	the annual report will be submitted

	2
	Task 2 of the project for 2019

Improving methods of countering cybercrime
	January 

2019 


	June
2019  
	A scientific and practical guide on improving methods of countering cybercrime will be published

	2.1
	To study the criminal-legal and criminological characteristics of certain types of cybercrime
	January 
2019
	March
2019 
	Criminal-legal and criminological characteristics of some types of cybercrime will be studied

	2.2
	To summarize the impact of judicial and investigative practices and the results of countering cybercrime by interested government agencies
	March
2019
	May
2019
	The impact of judicial and investigative practices and the results of countering cybercrime by interested government agencies will be summarized

	2.3
	Determine the mechanism for countering cybercrime, cybercrime, and information security
	July
2019
	Август 2019
	A mechanism for countering cyber fraud and cybercrime and ensuring information security will be defined

	3.
	Task 3 of the project for 2019

Development of an Analytical portal for countering cybercrime
	August
2019
	November 1 2019
	An analytical portal on countering cybercrime will be developed

	3.1
	Development of a map on cybercrime across the Republic (by regions, cities, and districts)
	August 
2019
	November 1 2019
	A map module on cybercrime across the Republic (by regions, cities, and districts) will be developed)

	3.2
	Integration of the map with information and analytical databases Of the Committee for legal statistics and special records of the Prosecutor General's office of the Republic of Kazakhstan:

- Arm ERDR (automated workplace of the unified register of pre-trial investigations);

- ORACLE BI;

- AIS EUSS (automated information system for unified accounting of special systems):

- E-criminal case (electronic criminal case).
	September 2019
	November 1 2019
	The map will be integrated with the information and analytical databases of the Committee for legal statistics and special records of the Prosecutor General's office of the Republic of Kazakhstan:

- Arm ERDR (automated workplace of the unified register of pre-trial investigations);

- ORACLE BI;

- AIS EUSS (automated information system for unified accounting of special systems):

- E-criminal case (electronic criminal case)

	3.3
	Preparation and publication of an article in a peer-reviewed foreign scientific publication indexed by the Web of Science or Scopus databases
	October  2019
	November 1 2019
	1 article will be published in a peer-reviewed foreign scientific publication indexed by the Web of Science or Scopus databases

	3.4
	Preparation for publication 1 publication in a domestic scientific publication with a non-zero impact factor

	October  
2019
	November 1 2019
	1 publication will be published in a domestic scientific publication with a non-zero impact factor

	3.5
	Synthesis of materials and preparation of an interim report on the results of tasks 2,3 of the study
	October  
2019
	November 1 2019
	The materials will be summarized and an interim report will be prepared on the results of the implementation of tasks No. 2,3 of the study.

	3.6
	Submission of the annual report
	October
2019 
	November 1 2019
	The annual report will be submitted

	4
	Task 4 of the project for 2020

Preparation of project documentation for the creation of an Analytical center for responding to cyber threats
	January 
2020

 
	November 1 2020
	Project documentation for the creation of an Analytical center for responding to cyber threats will be presented

	4.1
	Preparation of a technical task for creating an Analytical center for responding to cyber threats
	January 
2020
	July
2020.
	A technical task for creating an Analytical center for responding to cyber threats will be prepared

	4.2
	Preparation and publication of 1 article in a peer-reviewed foreign scientific publication indexed by the Web of Science or Scopus databases
	February 2020. 
	November 1 2020.
	1 article will be published in a peer-reviewed foreign scientific publication indexed by the Web of Science or Scopus databases

	4.3
	Preparation for publication 1 publication in a foreign scientific publication with a non-zero impact factor

	February 
2020
	November 1 2020
	1 publication will be published in a foreign scientific publication with a non-zero impact factor

	4.4
	Preparation and publication of a journal article recommended by the CCSE
	March 

2020
	August
2020
	1 article will be published in the journal recommended by CCSON

	4.5
	Registration of documents for copyright (related) rights to the results obtained as a result of the project implementation
	September

2020
	November 1 2020.
	Documents will be issued for copyright (related) rights to the results obtained as a result of the project implementation

	4.6
	Summarizing of research materials and preparation of the final report
	October 
2020
	November 1 2020.
	The research materials will be summarized and a final report will be prepared

	4.7
	Submission of the final report
	October 
2020
	November 1 2020.
	The final report will be submitted


From the customer: 






From the performer:

Acting

Chairman

State institution of the Committee of science

Ministry of education

and science of the Republic of Kazakhstan»

________________Nurseitov R. S.
                       _____________ Temirzhanova L. A.
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