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ABSTRACT
Report 25 p., 1 book., 24 refer., 2 append.
	
INFORMATION SECURITY, SECURE OUTSOURCING, CLIENT-SERVER INTERACTION, BIG DATA, COMPUTATIONALLY- COMPLEX PROBLEMS

The object of the research is linear programming problems with secret parameters, problems of finding the extremum of a function with secret parameters, problems of finding the value of an analytical function on a secret argument. 
Goal and tasks of the project for 2021:
The goal of the project is to research and develop methods for the safe use of external servers to solve computationally-complex problems with secret parameters.
Tasks:
Develop new methods and algorithms for the safe use of external ones when solving:
- linear programming problems with secret parameters;
- the problem of finding the extremum of a function with secret parameters;
- the problem of finding the value of an analytical function on a secret argument.
Scope: information security.
Predictive assumptions about the development of the research object: the results of the work will serve as a source for further analysis and research in the development of methods for the safe outsourcing of computationally -complex tasks with secret parameters.
Within the framework of this small grant for 2021, 1 article was published in a foreign journal with a percentile in the Scopus database of 47, as well as 1 more article was submitted to the same journal. 2 reports were made at an international conference.
The research work was attended by 2 researchers, one of whom is a 1st year doctoral student in the specialty "Information Security".  
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INTRODUCTION

In this work, we study methods for the safe use of external insecure servers when solving computationally -complex problems with secret parameters. This problem is one of the important scientific directions in the field of information security of cloud computing. The paper presents methods of secure outsourcing for the following classes of computationally -complex tasks with secret parameters: 
- Problems of finding the extremum of a function with secret functions;
- Linear programming tasks with secret functions;
- Problems of finding the value of an analytical function on a secret argument.
The theory of secure outsourcing of scientific computing is rapidly developing in various fields, since in modern conditions, the processing of big data is no longer possible to imagine without the use of powerful computing resources. That is why leading scientists in the field of information security offer a variety of methods for the secure outsourcing of scientific computing [1-24]. 
The main idea of ​​the new approach in solving computationally-complex problems with secret parameters is the use of external computing resources. However, at the same time, on the client side, preliminary transformations of the original computational problem are carried out. That is, before sending a task to the server, the client needs to hide the secret parameters so that the server (or information interception) cannot determine these parameters. Then this transformed computationally complex task is sent to the server. Let's solve the obtained problem, the server returns the given intermediate solution to the client, and the client should be able to restore the solution of the original computationally-complex problem within a reasonable time. 
Note that our main goal is to demonstrate new methods of secure outsourcing of scientific computing, so we model classes of problems in such a way as to clearly show the essence of these methods.
In Section 1.1 we will study several problems of finding the extremum of a function with secret functions. At the same time, we offer several examples, generalizing them step by step, and moving on to non-trivial problem statements.
Subsection 1.2 deals with linear programming problems with secret parameters. Such problems arise, for example, in production planning, which, as well-know, can be mathematically represented as a problem of determining the maximum value of a linear function under certain constraints. Also presented is one mathematical programming problem where the objective function is not a linear function.
Subsection 1.3 presents a solution to the problem of finding the value of an analytical function of several complex variables on a secret argument. For an approximate solution of this problem using a server, we used Osgood's lemma and the generalized Cauchy integral formula from the theory of functions of several complex variables.


  



























1 Methods and algorithms for the secure use of external servers to solve computationally-complex problems with secret parameters

1.1 Problems of finding the extremum of a function with secret parameters
In this subsection, we will consider methods for secure finding the extremum of a function with secret parameters using external servers. At the same time, in order to show the essence of the methods, we will demonstrate them with specific examples. 
First, consider a real function of one variable:
                                                                     (1)
Suppose that this function is twice differentiable on some interval . Then the critical points , are known to be determined from the condition

Therefore, the main difficulty in finding the extremum of a function is to find the critical points, after which it is easy to calculate the value of the extremum of the function by the formula (1).

Example No 1. Suppose that it is necessary to find the critical point for the function
                                                        (2)
using an insecure server, while some of the parameters  are the client's secret numbers.
Option 1. Let the number  is a secret, and the rest of the parameters are not secret. Then is sent to the insecure server the following equation:  If  is the solution to this equation, then the client finds the extreme value by calculating the value at that point.
Option 2. Let the number  is a secret, and the numbers  are not a secret. Then, to find the critical point on an insecure server, we can use the following protocol:
Step 1. The client chooses a random secret number  and calculates the numbers  and  . And then sends to the server the following equation: 
Step 2. Insecure server finds a solution  of the equation , and returns this solution to the client.
Step 3. The client finds a solution to the equation  by the formula. 
We can, of course, give other options, for example, consider that the number a is a secret parameter or, or all parameters at once are a secret, but, in fact, they are solved in a similar way.

Example No 2. Suppose we need to find the critical point for a function of two variables.
                                     (3)
The critical point of this function is found by solving the system of equations

That is, it is necessary to solve the linear equation
                                                        (4)
There can also be various options here, but we will consider only one option, when the numbers  are the secret parameters of the client. To solve equation (4) using a server, we can use the following protocol:
Step 1. The client chooses a secret vector at random 

and calculates the vector 

Then the client calculates the vector
;
and sends the equation to the server
                                                      (5)
relatively unknown  
Step 2. The server solves equation (5) and returns the solution to the client. We denote this solution . 
Step 3. The client finds a solution to equation (4) according to the following formula
.
Example No. 3. Consider an arbitrary twice continuously differentiable function y= on the segment .  It is necessary to find the extremum of this function, while we will assume that the function itself is a secret.
We make the following types of change of variables:
- shift along the abscissa: , where  is some fixed number that provides a shift of the function graph along the abscissa axis;
- shift along ordinates: , where  is a some fixed number that provides a shift of the function graph along the ordinate axis;
- compression of the function along the abscissa axis:  is a compression ratio along the abscissa;     
- compression of the function along the ordinate axis:  - compression ratio along the ordinate.
Now we will make sequentially all these types of change of variables:

 Suppose that at the interior point  extreme value is reached , then the function  reaches its extremum at the point 

in this case, the extreme value will be equal to

Now finding the extremum of a function can be described by the following protocol.
Step 1. The client transforms the original function , successively applying all of the above types of variable substitutions, and the numbers  keeps secret. Next, it sends to the server next function  and interval .
Step 2. The server finds the breaking point  and extremum for function jn the interval  and passes a couple of numbers ( to the client .
Step 3. The client finds the critical point and extremum of the original function using the following simple formulas


Example No. 4. Let us now consider the general case. Note that instead of a simple shift along the abscissa axis, we can make the following change of variable:
,
where , and function  is a any strictly increasing continuously differentiable function on some segment  and let at all points   the strict inequality holds

Suppose that the conditions

Further, since 
,
and  , then the problem of finding the extremum of the function  on the segment  is reduced to the problem of finding the extremum of the function 

On the segment .
So, we need the following types of variable changes:
- replacement of dependent variable: , where  is a new explanatory variable;
- shift along ordinates: , where  is a some fixed number that provides a shift of the function graph along the ordinate axis;
- compression of the function along the ordinate axis:  - compression ratio along the ordinate.
Now, making sequentially all these types of change of variables, we get as a result the function

Suppose that at the interior point  the extremal value  is reached, then the function  reaches its extremum at the point   such that . In this case, the extreme value will be equal to

Now finding the extremum of a function can be described by the following protocol.
Step 1. The client transforms the original function , successively applying the described types of change of variables, while the function , as well as numbers  keeps secret. Next, it sends a function  and interval  to the server.
Step 2. The server finds the extreme point  and extremum  for function  jn the interval  and passes a couple of numbers ( to the client.
Step 3. The client finds the extreme point and extremum of the function  by the following simplest formulas


Example No. 5. In some cases, when modeling economic problems, we get a certain optimization problem, where it is required to find the extremum of a function under certain constraints. Consider the following problem of determining the extremum of a function
	
	
	(6)


and impose communication conditions
	
	
	(7)


where . 
The Lagrange function will have the form:

Differentiating the Lagrange function with respect to each variable and taking into account the constraint condition, we compose the following system of equations:

Let us denote by  matrix 

Then we obtain the system of linear algebraic equations
,                                                                (8)
where  is right column,  is a unknown vector. As we see, the problem of finding the critical point is reduced to solving equation (8). 
The client needs to find the extremum of the function (6) under the condition of communication (7) using the computational means of an unsafe server. In this case, the server does not need to know the following secret client parameters: ,  and P. And the decision itself must also remain a secret.
To solve this equation, you can use the following protocol:
Step 1. The client takes the secret vector at random  and the secret invertible matrix :

and calculates a new matrix , and sends to the server the equation 
	
	
	(9)


Step 2. The server solves the system of linear algebraic equations (9) and returns the solution to the client .
Step 3. Then the client finds a solution to equation (8) by the formula

That is, it finds the critical point for function (6) under the condition of connection (7).
Note that in the case when for the client the numbers  and   are not secret, then instead of the matrix  the identity matrix is taken. 

1.2 Linear Programming Problems with Secret Parameters
Now we will consider the general problem of production planning, which, as you know, can be mathematically represented as the problem of determining the maximum value of the function
                                              (10)
with restrictions (terms of communication)


Here  are some constants. 
Suppose that the coefficients  are the client's secret numbers, and the numbers  are not a secret. Also suppose the solution must also be kept secret.
Let  is a positive diagonal matrix of the following form 

Let's make the change of variables 

Then we get the following problem
                                              (13)
with restrictions (terms of communication)


Here . 
Now we can imagine a protocol for solving the problem (10-12):
Step 1. The client takes a random diagonal matrix 

and makes the change of variables  Now sends to the server a task (13-15).
Step 2. The server solves the problem (13-15) and sends the solution  to the client.
Step 3. The client finds a solution of the task (10-12) by the formula


Now we present a typical economic optimization problem in which the objective function is not linear, but which can only be solved using the computing power of the servers.
Let  is a is a positive matrix, and the numbers  are positive numbers.
It is required to find a vector , maximizing function
                      (16)
with restrictions
                                            (17)

                                    (18)
Where  are upward convex scalar functions of one variable (this is necessary to be able to use general convex optimization methods, for example, the natural logarithm is a convex upward function). 
So, suppose the client needs to solve problem (16) - (18). The secret elements are the matrix C, numbers  and vector solution ). The vector  = () is not secret.
Protocol 
Step 1. The client randomly chooses  secret diagonal matrices


and calculates  Further, at calculates ,  and sends to the server a task (19) − (21) :
                              (19)
	
	
	(20)

	
	
	(21)


Step 2. The server solves problem (19) - (21), and an approximate solution  returns to the client.
Step 3. The client finds a solution to problem (16) - (18) by the formula
	
	
	(22)


It is easy to see that this protocol solves the original problem. Let's make the change of variables

 Then, considering that 
, 
then (16) - (17) take the form (19) - (20), respectively. Further, since  are positive numbers, then condition (18) can be written in the form of condition (21).
Protocol security. Insecure server gets a system of equations
,  ,  
Since the system of equations (23) contains  unknowns, and the number of equations themselves in this system is , system (23) is ambiguously solvable, that is, the server will not be able to unambiguously determine the secret parameters of the client.

1.3 Problems of Finding the Value of an Analytic Function on a Secret Argument
 Consider a computationally complex complex function defined in some open subset , where  is cartesian product of  copies of the complex plane. We need to approximately calculate the value of the complex function , using the computing resources of the server. 
Suppose the function  is a continuous in an open set  and is holomorphic with respect to each variable separately, then according to the well-known Osgood lemma, this function is holomorphic in the entire domain . Let the closed polydisk . Then, using repeatedly the Cauchy integral formula for a function of one variable, we obtain

 
valid for any interior point  .
Without loss of generality, suppose that . Then the value of the complex function on the secret argument can be calculated approximately by the following integral sum: 

where the points  are uniformly selected at the boundaries of the disks  respectively, where , , . 
Now the approximate calculation of the value of the analytic function on the secret argument can be represented by the following protocol:
Step 1. The client chooses large enough numbers  as well as points , uniformly selected along the boundaries  accordingly, and sends the function to the server .
Step 2. The server calculates the value of the function  at every point: ,  And also calculates numbers . Calculated numbers  server sends to client.
Step 3. The client calculates the approximate value of the function on the secret argument by the formula

Note that this method assumes that the server calculates the values quickly enough , at every   Then the client performs fairly simple arithmetic operations. 



































CONCLUSION

In this work, new methods and algorithms for the safe use of external unsafe servers in solving computationally-complex problems with secret parameters are obtained. Namely, methods of secure outsourcing were presented for the following classes of computationally-complex tasks with secret parameters:
- linear programming problems with secret parameters;
- the problem of finding the extremum of a function with secret parameters;
- the problem of finding the value of an analytical function on a secret argument.
The level of scientific elaboration. For the first time, methods and algorithms were proposed for solving the problem of finding the extremum of a function with secret parameters, solving a linear programming problem with secret parameters, as well as solving the problem of finding the value of an analytical function of several variables on a secret argument.
The prospect of using the results of this study. The research results can serve as a source for further analysis and research in the development of methods for the safe outsourcing of computationally-complex tasks with secret parameters.
Completeness of results. The results of the research work were published:
- In the Indonesian journal "Indonesian Journal of Electrical Engineering and Computer Science", which has a CiteScore percentile in the Scopus database - 47, the project manager E. Seitkulov is the first author, and is also an author for correspondence, IRN AP09559249 is the first in the information line about financing.
- Two talks at The III International Turkic World Congress on Science and Engineering. 
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Appendix 1.14
to this agreement
No. 313 / 12-2 dated June 22, 2021 
CALENDAR PLAN   

1. Non-profit joint-stock company "LN Gumilyov Eurasian National University"

1.1 By priority: 4. Information, communication and space technologies.
1.2 By sub-priority: 4.5.2. Methods and algorithms for ensuring information security of complex systems and data.
1.3 On the topic of the project: AP09559249 - Research and development of methods for the secure use of external servers to solve computationally-complex problems with secret parameters.
1.4 The total amount of the project for 2021: 5,000,000 (five million) tenge, for the performance of work in accordance with clause 3.

2. Characteristics of scientific and technical products by qualification characteristics and economic indicators
2.1 Direction of work: Information security.
2.2 Scope: Information protection.
2.3 The final result for 2021: new methods and algorithms for the safe use of external servers will be developed when solving classes of linear programming problems and the problem of finding the extremum of a function with secret parameters, as well as the problem of finding the value of an analytical function on a secret argument.
At least 1 (one) article published, accepted for publication or submitted to a peer-reviewed scientific publication included in the Science Citation Index Expanded or Social Science Citation Index in the Web of Science database and (or) having a CiteScore percentile in the Scopus database of at least 35 (thirty five).
2.4 Patentability: Not expected.
2.5 Scientific and technical level (novelty): High.
2.6 The use of scientific and technical products is carried out: Joint use in accordance with the legislation of the Republic of Kazakhstan.
2.7 Type of use of the result of scientific and (or) scientific and technical activities: The results obtained will be used in the planned R&D for the development of information security means when using external computing systems.

3. Name of work, terms of their implementation and results
	Job code, stage
	Name of work under the Agreement and the main stages of its implementation 
	Deadline 
	Expected Result 

	
	
	Start
	End
	

	2021 

	1
	develop new methods and algorithms for the secure use of external servers when solving the following tasks: 
- linear programming problems with secret parameters; 
- the problem of finding the extremum of a function with secret parameters; 
- the problem of finding the value of an analytical function on a secret argument.
	Май 2021
	Декабрь 2021
	New methods and algorithms for the safe use of external servers will be developed when solving classes of linear programming problems and the problem of finding the extremum of a function with secret parameters, as well as the problem of finding the value of an analytical function on a secret argument.
At least 1 (one) article published, accepted for publication or submitted to a peer-reviewed scientific publication included in the Science Citation Index Expanded or Social Science Citation Index in the Web of Science database and (or) having a CiteScore percentile in the Scopus database of at least 35 (thirty five).
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_______________Ye. Sydykov
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Scientific supervisor of the project (s)
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